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Abstract The current proliferation of large amounts of multimedia data creates an unprece-
dented challenge for security analysts in the context of Cyber Situational Awareness. Due to
this phenomenal growth of multimedia data, security analysts have to invest enormous time
and efforts in filtering and correlating multimedia data in order to make informed decisions
about identifying and mitigating threats and vulnerabilities. In particular, analysts have to
analyze and interpret diverse multimedia network data with varying contexts in order to
find the true evidence of cyber attacks. Considering the multimedia nature of cyber secu-
rity data, we propose a cloud-assisted recommendation system that can identify and retrieve
multimedia data of interest based on contextual information and security analysts’ personal
preferences. This recommendation system benefits security analysts by establishing a bridge
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between their personal preferences, the contextual information of their analytical process,
and the various types of modality of multimedia data. Evaluation of the proposed system
shows evidence that our multimedia recommendation mechanisms promotes cyber threat
understanding and risk assessment.

Keywords Cyber situational awareness · Multimedia recommendation · Cyber security ·
Context awareness · Cloud computing

1 Introduction

The already existing overwhelming amounts of multimedia data that comes in various forms
of modality (i.e., textual documents, video, audio, graphics, etc.) is continuing to grow on a
daily basis [18]. Even though much of cyber security data can be found in textual documents
(text modality), often times it can be embedded in other forms of modality such as audio,
video and visual modalities as well. This multimedia data comes from diversified sources,
including social media, multimedia databases, mobile and cloud services, and most impor-
tantly local and remote networks. Understandably, this phenomenon makes the process of
identifying and recommending suitable multimedia contents an increasingly challenging
task, especially for the purposes of aiding decision making in Cyber Situational Awareness.

Cyber Situational Awareness (aka. Cyber SA or CSA) attempts to employ systematic
measures to collecting and analyzing data from various sources in order to provide secu-
rity analysts with precise information for decision making about potential security threats.
Many government agencies, corporations in the private sector, and the military have been
investing money and resources to establish Security Operations Centers (SOCs) that can
deal with the increasing levels of sophisticated cyber attacks. Such SOCs employ both cyber
defense technologies and human security analysts. Generally speaking, cyber defense tools
and technologies utilize various automated security measures in order to continuously mon-
itor the generated network multimedia data that can come from sources such as packet
dumps, firewall logs, vulnerability reports, and IDS/IPS alerts. Proper analysis of such net-
work data can facilitate decision making and allow analysts to gain security awareness for
more informed decision making and network remediation.

Network monitoring data is being collected at a rapid pace and from multiple network
sensors. Most of this stream of data is well-formed but may have different formats across
various sources as shown Fig. 1. Due to the massive and large volume of generated data,
cyber analytics is an extremely challenging task for analysts. As such, achieving real-time
situational awareness for cyber security threats requires effective mechanisms that identify
and recommend suitable multimedia content for analysts to facilitate decision making during
the process of preventing andmitigating harmful security accidents. Effective means to achieve
this goal need to guide cyber analysts throughout the process of finding the “true threat
signals” that require more attention from the existing massive amounts of multimedia data.

In order to support the retrieval and fusion of relevant multimedia data from various
sources in cyber security awareness, we propose a multi-modal recommendation system
that bridges the gap between the analyst’s context and the available multimedia recommen-
dation options. Oftentimes, analysts may be interested in locating data of interest based
on their current context of analysis (i.e., focus of attention) and their personal preferences
and reasoning style. Therefore, our system personalizes the multimedia recommendations
based on proper selection of contextual dimensions. In order to achieve this, our system
attempts to understand the current state of the analyst by collecting and analyzing different
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Fig. 1 Various data sources in cyber security awareness

physiological parameters that represent the typical interaction between the analyst and
Cyber SA data. The system also applies cognitive task analysis methods that capture the
analysts’ mental model and understand his/her cognitive activities while performing the
typical daily analysis tasks.

To this end, we have designed and implemented a context-aware recommendation sys-
tem that simulates the complicated analytical process of cyber analysts. This is done by
automating the process of inspecting multimedia network data for the purpose of revealing
associations, patterns, and trends of cyber attacks. The system consists of several compo-
nents, but most importantly it features a recommendation engine with reasoning capabilities
that allows it to identify, rank, and personalize its recommendations based on the currently
available contextual information. Furthermore, the system is flexible and scalable through
incorporating Cloud Computing (CC) services in order to enhance the process of storing,
managing, and processing the massive amounts of CSA data sets.

The work presented in this article contributes to establishing a bridge between Cyber SA
and multimedia recommendation by providing a multi-modal recommender system that is
capable of filtering various facets of multimedia contents in order to identify possible secu-
rity threats for cyber analysts review. Additionally, there are several other contributions of
this work. Firstly, in order to achieve timely and accurate assessment of threats and vul-
nerabilities in Cyber SA, the system features novel methods for capturing the fine-grained
traces of the cognitive processes of cyber analysts. Secondly, the proposed system utilizes
context-adaptive techniques to collect and incorporate contextual information in the recom-
mendation process. Thirdly, in order to leverage the recommendation process, we developed
a model that incorporates the detected context, the dimensions of Cyber SA data sources,
and the historical traces of analysts’ previous analytical knowledge. This model is backed
by an algorithm that performs the matching and the ranking of items based on detecting the
relationships among cyber analysts, contexts, and the multimedia items . Finally, recogniz-
ing the fact that cyber analysts need to swiftly respond to cyber threats, the proposed system
is designed with principles of user-centered design techniques in mind. In particular, the
system provides seamless interaction with analysts by automating the process of collecting
and analyzing the information needed to simulate the analysts’ analytical processes.
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The rest of the paper is organized as follows: In the following section, we provide
some background information about the essence of the problem at hand. We also, provide
a detailed discussion about the current state-of-the-art in both Cyber SA and multime-
dia recommendations. In Section 3, we discuss the design and functionality of the various
components that makeup the architecture of the proposed recommendation system. We fur-
ther discuss and formalize the recommendation model and its experimental evaluation in
Sections 4 and 5, respectively.

2 Background and literature review

There has been quite a significant body of research related to cyber situational awareness
and multimedia recommendation systems, much of this work has been implemented into
useful tools. However, we have not found a single context-aware approach that utilizes the
full potential of Multimodal Information Retrieval (MMIR) search by incorporating the vari-
ous facets of multimedia data when recommending credible threats for the security analyst’s
review . Therefore, we discuss these efforts separately.

2.1 Mutlimedia recommendation

Researchers have proposed many multimedia recommendation techniques, each of which
tackle the recommendation problem from different perspectives. In this article, we focus
the discussion on the most closely related recommendation approaches that do recommend
personalized multimedia items when queried.

Today’s recent advancements in technology that focuses on the interactions between mul-
timedia users and the available variety of recommendation systems is getting a great deal
of attention from both industry and academia. The goal is to enable a better user experience
when searching for multimedia contents while handling of the tradeoff between multime-
dia security and ease of use [28]. In order to estimate the suitability of the recommended
multimedia content to the user’s current context is dependent upon the accurate selection
of contextual dimensions during the recommendation process. In particular, capturing the
user’s state and the contextual information about the user’s environment yields a more
accurate and personalized recommendation of multimedia items.

Context-based recommendation of multimedia contents aims at recommending items
that have not been recommended to the current user, but might have been recommended
to contextually similar users based on similarity measures of their behaviors [11]. Other
approaches utilizes context in multimedia adaptation to adapt the recommended items to
specific choices by the user [19].Dynamicuser contextwas utilized adaptively for recommending
ambient media services in smart home monitoring environments [10]. This work addresses
the dynamic nature of media services and the dynamic nature of user interaction with the
environment. It further discusses the challenges of securing network data in transit [12].

Other context-aware approaches tackle the recommendation problem from different per-
spectives and target different environments, including u-healthcare services [15], intelligent
online shopping [2], and Ambient Intelligence (AmI) [1]. Closely related to our recom-
mendation systems is the RecAm framework [1], which is a multi-modal recommendation
framework that utilizes context-adaptive measures to recommend items in smart home envi-
ronments using AmI adaptive user interfaces. These interfaces enhance context-awareness
by utilizing sensors to gather environmental and physiological readings in real-time and
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by incorporating additional social network information, multimedia data, and collaborative
ratings to personalize recommendations.

Other context-aware recommendation approaches utilize social tagging services that
organize and share social media content through collaborative tagging services (folk-
sonomies). These approaches utilize various mechanisms to personalize recommendations
and enhance the ranking of the recommended items. Such mechanisms apply graph-based
algorithms that treat the problem as either a link-prediction in a tripartite graph and exploits
the Katz measure to improve ranking [22] or weighted directed graph which models the
informational channels of a folksonomy and exploits the PageRank ranking algorithm [21].
Similarly, Wetzker et al. [27] proposed a user-centric tag model that applies a 3-order ten-
sor to model the association between multimedia users, tags, and items in order to infer the
meaning of user-assigned tags and personalize the recommendation process.

These approaches took important steps towards improving multimedia item recommen-
dations. Our approach, however, is different in several ways. Specifically, our model and
its embedded mechanisms process multimedia contents in order to identify threats and vul-
nerabilities. This is done by capturing the analytical reasoning process of cyber analytics.
As such, the contextual information that we exploit in our work is inherently different as
it involves the understanding of the fine-grained cognitive process of cyber analysts in the
context of Cyber SA.

2.2 Cyber SA analytics

Analysts perform complicated analytical reasoning in different stages of analysis by lever-
aging their domain knowledge and experience of Cyber SA analytics. Although the duties
performed by cyber security analysts are different across institutions, the analytics tasks and
responsibilities of analysts are driven by the same goal of achieving Cyber SA [5, 6]. As
shown in Fig. 1, data in Cyber SA continues to evolve rapidly and it keeps coming in mas-
sive volumes from multiple sources. Furthermore, this data is heterogeneous in nature and
therefore cyber analysts employ different techniques to allow them to capture and evalu-
ate the trustworthiness of cyber attack signals. In order to make sense of the collected data,
analysts usually conduct a series of analyses to capture the “true signals” from the collected
data and categorize them according to the corresponding cyber attack incidents.

As such, many approaches have been proposed in literature that attempt to study and
analyze the interaction between cyber analysts and network monitoring data in Cyber SA.
These approaches tackle the problem from different perspectives. In this article, however,
we focus our attention on those methodologies and tools that attempted to enhance the
data analysts’ performance. Mostly, these approaches are based on familiar fields of study,
including Human-Computer Interaction (HCI), Artificial Intelligence (AI), and Big Data.
However, the available studies of Cognitive Task Analysis (CTA) in Cyber SA provides a
good starting point to understand cyber analysts’ work in Cyber SA at a higher level.

CTA is a traditional task analysis method that can be used to study tasks with inten-
sive cognitive activities. These methods analyze and represent the cognitive activities and
the actions that people utilize to perform certain tasks or achieve certain goals. Among
the available CTA studies in the context of Cyber SA is the work of D’Amico et al. [4],
which studied the different types of cyber security analytics withing the U.S Department
of Defense and the industry. Specifically, these types include data triage analysis, correla-
tion analysis, escalation analysis, threat analysis, forensic analysis, and incident response.
In a later study [5], the authors developed a more comprehensive work-flow of the analysis
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process which addresses both strategic and tactical goals in the context of Information
Assurance(IA). However, due to the fact that CTA studies are quite expensive and time
consuming, conducting such studies in the cybersecurity domain is quite impractical.

At the network event level, raw network data collected via automated cybersecurity tools
such as firewalls, IDS/IPS systems, and vulnerability scanners can be represented as net-
work events. Initially, false alerts or irrelevant logs are singled out using suspicious event
detection systems. This is done using the signature matching approach [16, 26] where net-
work data traffic is compared to the existing signatures of malicious patterns or by detecting
anomaly using statistical techniques [17, 20]. Although these approaches automate the pro-
cess slightly, cyber analysts are still required to manually inspect network events to identify
credible events. This initial investigation of network events and network monitoring data by
the analyst is referred to as triage analysis [5].

Once a network event is initially identified as suspicious, it is often escalated for fur-
ther investigations. Furthermore, the history of prior related events along with patterns are
identified. This stage of analysis have been studied by researchers in the form of alert cor-
relation in which alerts are aggregated by their common characteristics such as port number
and source/destination IP addresses [3, 9]. Other approaches addressed this problem using
heuristics to associate alerts that indicate the same malicious event in a multi-step attack
[13, 25]. However, such alert correlation is limited by the fact that it can not analyze data
from multiple sources. This is quite a limitation considering the fact that more sophisticated
attacks can be coordinated among multiple attackers and arrived from multiple segments of
the network.

Analysis at the incident level is quite different than analysis at the network event level in
that it is meant to obtain a higher-level insight of cyber attacks by focusing on understanding
the relationship between incidents [5]. When incidents are confirmed, cyber analysts uti-
lize methods to perform incident correlation. This is done by associating various incidents
that may have been detected in totally different locations with the available intelligence
information in an attempt to identify the attackers and their true intent. Once an improved
understanding is achieved, cyber analysts take responsive incident actions and begin gather-
ing evidence about the attackers [5, 8, 14]. When incidents are confirmed, proactive threat
analysis predicts future potential attacks [5].

This line of research in Cyber SA has inspired us to investigate these issues from dif-
ferent perspectives. As such, our proposal is different in that it establishes the connection
between multimedia recommendation and Cyber SA and processes data in different types
of modality. In other words, the system we describe in the next section is a true multime-
dia recommendation system that has been designed to be utilized by cyber analysts while
investigating threats. This system incorporates ranking methods and contextual information
in order to rank and personalize its recommendations for cyber analysts.

3 The recommendation system

In this article, we propose a multi-modal context-aware recommendation system that facil-
itates Cyber SA analysis. Figure 2 shows the usual interaction between an analyst and the
collected Cyber SA data from various sources. This kind of interaction is our primary mean
to delve further into the cognitive process of how analysts absorb and process informa-
tion about possible cyber attacks. Typically, the analyst continues to process the data and
update his/her mental model based on the current context. This process is complicated and
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Fig. 2 The human-data interaction in the multi-modal recommendation system

very time consuming as the data continues to be changed and updated in real time. There-
fore, our recommendation system automates this process by capturing the analyst’s current
context of analysis. This is done by obtaining the information of the analyst’s data analy-
sis actions, observations of suspicious data and his/her hypotheses about a possible attack
incident. Based on the detected context, the recommendation system searches the analysts’
history of analytical processes for similar cases and provides recommendations on the data
of interest based on the retrieved history and the analyst’s domain knowledge.

There are several benefits for incorporating contextual information in the recommenda-
tion process. Firstly, contextual information enables better data selection and data triage of
the large-scale multimedia data available for considerations. Specifically, data triage is one
of the challenging analysis processes that analysts go through because it determines what
data is to be considered for further analysis and decision making. Secondly, analyst-system
interaction becomes seamless and automatic. This means that the analyst can achieve better
recommendations and feedback in a timely manner and with minimal efforts through proper
filtering of multimedia data coming from various Cyber SA data sources.

3.1 System architecture

Our recommendation system is designed as a distributed system following the client-server
model. It consists of several primary components, including the analyst herself, Cyber SA
data, data operation interfaces, a local server, and a cloud-based server. As shown in Fig. 3,
the client side implements the interaction between the analyst and the system’s interface.
The embedded local server in the client side is responsible for data analysis, data storage,
and most importantly it implements the recommendation logic through its interfaces. There-
fore, the local server acts as a local analysis support agent that interacts with the cyber
security analyst. It hosts the multimedia data, the domain knowledge base (KB), analysts’
history, and maintains the interaction with a dedicated cloud server.

The server side of the system also includes a cloud server that acts as a support agent
for the local server and performs information processing storage. The server cloud runs a
number of web services that manage the storage of all multimedia data sources and social
interfaces including all the resources and databases available for the local server to query.
As such, the cloud server is meant to facilitate the coordination and sharing of resources
and services so that the recommendation engine can have all data needed to process.
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It is worth mentioning that using the cloud for information processing and storage has its
own set of risks, but it also has its benefits, including even some security benefits. Therefore,
benefits needs to be weighed against the risks that the cloud model brings with it. Some
of the known issues with using cloud servers for storage and processing of data include
brute-force attacks, bot malware, and data security and privacy [7]. However proper security
measures that may include access and configuration management controls alongside with
proper vulnerability assessment practices can often mitigate these security risks and provide
assurances that cloud data is being stored and processed safely. While security of cloud data
is a research field on its own and certainly beyond the scope of this paper [23, 24], it should
be known that besides the just mentioned security measures, our cloud server is meant to be
deployed such that multi-tenancy, authentication, and trust issues are considerably reduced
through the use of dedicated servers that are rigorously monitored and logged.

The core component of the recommendation system is the recommendation engine,
which is equipped with reasoning capabilities that allows it to execute the recommendation
logic and personalize the recommendations to the analyst. Given the current context of an
analyst’s analytical process, the recommendation engine searches for analysis operations
with similar contextual information from the historical traces of the analysts’ analytical
processes. To support the search process, the engine collects contextual data and provides
reasoning capabilities to match and rank the recommendations based on the current contexts.
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3.1.1 Analytical process tracing component

The proposed system adopts the trace representation of an analyst’s analytical process of
Cyber SA data analysis [29, 31]. An analytical process is a complicated cognitive process
involving three key components: (1) actions of the data analysis operations, such as data
filtering and data correlation, (2) observations of suspicious data, and (3) hypotheses gen-
erated by the analyst about potential attack incidents. The analytical process can be viewed
as an iterative loop of an analyst’s actions, observations and hypotheses: a data exploration
action can result in a new observation of suspicious network event; the new observation may
trigger more hypotheses of the analyst about the potential attack incidents, so that the ana-
lyst may take more actions for further investigation. It has been shown feasible to trace an
analyst’s analytical process by collecting information of the analyst’s actions, observations,
and hypotheses [29]. A computer-aided tracing method has been proposed and evaluated
in [30].

In the proposed recommendation system, the information about analysts’ analytical pro-
cess is collected by the analytical process tracing component. When an analyst is performing
a Cyber SA analytics task, this component captures his/her actions, observations, and
hypotheses and their logical relationships. Such relationships can be represented in a tree
structure, named “AOH-Trees”.

On the right-hand side of Fig. 4, we show an example of a AOH-Tree. In this example,
Action 1 resulted in Observation 1, and Hypothesis 1 and Hypothesis 2 were generated
by the analyst based on Observation 1. As shown in this figure, an AOH-Tree captures

Action 1:
Filter IDS Alerts based on “SrcPort=6667”

Observation 1:
IDS Alerts {

4/5/2012 22:15,10.32.5.54:6667,172.23.233.150:6650, ET
POLICY IRC authorization message
4/5/2012 22:15,10.32.5.58:6667,172.23.233.33:6651, ET
POLICY IRC authorization message
4/5/2012 22:15,10.32.5.56:6667,172.23.233.9:6657, ET
POLICY IRC authorization message

}

Hypothesis 1:
IRC used for C&C communication

in a botnet

Hypothesis 2:
A benign policy violation,

not a botnet

FILTER (SrcPort=6667)t1

t2

NEW_HYPO (H1, O1)t3

NEW_HYPO (H2, O1)t4

SELECT (D1)

Operation Sequence AOH-Trees

Observation 2:
Firewall Log {

4/5/2012 22:15,Teardown,TCP,172.23.233.9:6657,
10.32.5.56:6667,outbound

}

Action 2:
Filter Firewall based on “SrcPort=6667”

Trace

FILTERt5

SELECT (O2)t6

(SrcPort=6667)

Fig. 4 An example of a trace: operation sequence and AOH-Trees
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the logical relationships between actions, observations, and hypotheses. Additionally, we
also consider the analysts’ analysis operations in temporal order. Therefore, we capture
analysts’ operation sequences in time order whereas each operation is defined by its type
and the needed details. Figure 4 also demonstrates an operation sequence corresponding to
the AOH-Tree on the right. In Fig. 4, there are four operations occurred at different time
points, t1, t2, t3 and t4. Operations at t1 and t2 correspond to Action1 and Observation1
respectively. Subsequently, the analyst first generated a new hypotheses (Hypothesis 1) and
then generated another alternative hypothesis (Hypothesis 2) at times t3 and t4, respectively.

The captured operation sequence and AOH-Trees are called a “trace”, which captures
both the logic and temporal relationships between an analyst’s actions, observations, and
hypotheses. The current context of an analyst refers to the current status of the analyst’s
analytical process. Therefore, the context is defined as the current operation sequence and
the current AOH-Trees.

3.1.2 Response component

The response component of the system presents the recommendation results to analysts.
Once the matching of historical traces of analytical processes are identified, they are further
ranked according to the similarity of contexts. Given the matched historical traces, we fur-
ther extract the analysts’ focus of attention in their following analysis steps to identify the
characteristics of the data of interest in those cases. Based on the data characteristics, we
can further identify the data of interest in the current Cyber SA data sources and recommend
them to the analyst.

3.2 System features

3.2.1 Context-aware system

As the focus of the recommendation system is to recommend Cyber SA data to an analyst,
it is important to determine what is the data of interest. Recall that the goal of data anal-
ysis is to filter out the irrelevant data and correlate the data that indicates a similar attack.
Therefore, the data of interest for an analyst who is performing a Cyber SA analysis task
refers to the data which is relevant to his/her focus of attention and can provide new clues
of attack incidents. Therefore, as described in Section 3.1.1, the concept of context in this
paper mainly refers to the context of an analyst’s analytical process, which is defined by the
analyst’s actions, observations, hypotheses and their relationships.

3.2.2 Seamless interaction

Cyber security analysts need to be highly focused on their data analytics tasks. There-
fore, the recommendation system is designed as a system that does not require much
user’s attention. The analytical process tracing component of the system collects the con-
textual information by tracing analysts’ analytical processes in a minimum reactive way.
Once recommendations are provided to an analyst considerations, the system keeps track
of the analysts’ analytical process. If the analyst select the recommended data as his/her
observations of suspicious events, it is viewed as a positive feedback of the previous recom-
mendation. Otherwise, if the analyst does not pay any attention to the recommended items,
the system takes it as a negative feedback. In this way, the system requires minimal effort
for analysts to provide feedback.
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4 Recommendation model

In this section, we present a formalization of our recommendation model. In particular, in
the following subsection, we formulate the problem using various sets that represent the dif-
ferent facets in the recommendation model. In particular, we define the sets of dimensions,
events, contexts, and analysts. In Section 4.2 we formally present the model we use that
expresses the relationships between these sets.

4.1 Preliminary definitions

Our recommendation system is backed by a formal model that assists cyber analysts with
identifying and retrieving multimedia items that contain traces of cyber threats. The rec-
ommendations are based on contextual information and analysts’ personal preferences. As
such, our model is composed of the following sets of distinct elements:

Dimensions Set D = {d1, . . . , dn} where n is the number of dimensions: This set repre-
sents the characteristics of Cyber SA data that includes elements such as time, source IP,
destination IP, source port, destination port, direction, priority, and alert message.
Items or Events Set I = {i1, . . . , im} where m is the number of events(items): The Cyber
SA data sources is modeled as a set of events with certain characteristics, where an item
ij (1 ≤ j ≤ m) specifies a value in each dimension of set D, thus specifying the event
characteristic.
Contexts Set C = {c1, . . . , cz} where z is the number of contexts: The concept of con-
text is defined by an analyst’s analytical process, involving actions, observations, and
hypotheses, which specify the current focus of attention of the analysts. In this set, a
context, cj (1 ≤ i ≤ z) represents an attribute of the context in the dimension dj .
Analysts Set A = {a1, . . . , ax} where x is the number of analysts: This set represents the
historical data of the previously captured analytical processes by former analysts

The use of these sets in the recommendation process can be simply characterized as
follows: Suppose the current analyst is a, the task of the recommendation system is to rec-
ommend Cyber SA data set I to a by matching the current context cj of the analyst a from
the historical analytical processes of the analysts in set A. In the following subsection, we
characterize the relationships among these sets and describe our recommendation algorithm.

4.2 Recommendation model

Using the four sets D, I , C, and A that we defined previously, we construct the following
matrices to represent the relationships among analysts, contexts, and items.

Analyst-Context Matrix Sa,c: This matrix shapes the relationship between analysts and
contexts through an aggregation task over (A,C).

S =
⎡
⎢⎣

fS(a1, c1) . . . fS(a1, cz)
...

. . .
...

fS(ax, c1) . . . fS(ax, cz)

⎤
⎥⎦ (1)

Where fS(a, c), 1 ≤ a ≤ x, 1 ≤ c ≤ z is the frequency of the context c occurred in the
traces of analyst a’s analytical process.
Analyst-Item Matrix Ba,i : This matrix represents the relationships between analysts and
items, for each pair of (a, i), we extract the frequency of the analyst a selected the item
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i as an observation of suspicious event. Using the frequency values, the matrix Ba,i can
be built as follows:

B =
⎡
⎢⎣

fB(a1, i1) . . . fB(a1, im)
...

. . .
...

fB(ax, i1) . . . fB(ax, im)

⎤
⎥⎦ (2)

Where fB(a, i), 1 ≤ a ≤ x, 1 ≤ i ≤ m is the frequency of item i being selected by
analyst a as observations of suspicious events.
Context-Item Matrix Ec,i : This matrix represents the relationships between contexts and
items. This matrix can be constructed by aggregating over (C, I )

E =
⎡
⎢⎣

fE(c1, i1) . . . fE(c1, im)
...

. . .
...

fE(cz, i1) . . . fE(cz, im)

⎤
⎥⎦ (3)

Where fE(c, i), 1 ≤ c ≤ z, 1 ≤ i ≤ m is the frequency of item i appeared in context c.
Context-Context Similarity Matrix Fc,c: This matrix allows us to match contexts by
computing the similarity between each pair of contexts. This matrix is constructed by
decomposing the Context-Item matrix Ec,i . Given a pair of contexts cp and cq , we find
the items consumed in each given context. The similarity value of cp and cq is calculated
by counting the frequency of the consumption of an item for the pair of contexts, or by
using a binary function. We further measure the cosine angle between the two computed
values for all items consumed in one context compared to another. The following is the
definition of Fc,c.

F =
⎡
⎢⎣

fF (c1, c1) . . . fF (c1, cz)
...

. . .
...

fF (cz, c1) . . . fF (cz, cz)

⎤
⎥⎦ (4)

Where fF (c, c), 1 ≤ c ≤ z is the similarity value between a pair of contexts. The simi-
larity value can be measured as the cosine angle value between a pair of contexts vectors
p and q as follows:

fF (cp, cq) = cos(cp, cq) = cp · cq

||cp||2 × ||cq ||2 (5)

Item-Item Similarity Matrix Gi,i : This matrix allows us to trace the relationship between
different items consumed by the analysts. Accordingly, we build the Item-Item similarity
matrix Gi,i by computing the similarity between two items from matrix Ba,i .

G =
⎡
⎢⎣

fG(i1, i1) . . . fG(i1, im)
...

. . .
...

fG(im, i1) . . . fG(im, im)

⎤
⎥⎦ (6)

Where fG(i, i), 1 ≤ i ≤ m is the similarity value between a pair of items. The similarity
value can be measured as the cosine angle value between a pair of items vectors p and q
as follows:

fG(ip, iq) = cos(ip, iq) = ip · iq

||ip||2 × ||iq ||2 (7)

4.3 Ranking of candidate recommendations

Depending on the breadth and depth of the historical analytical processes that the system is
currently processing, recommending items from the Cyber SA data set to an analyst based
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on the current analyst’s context can produce multiple recommended items. Therefore, our
system provides a mechanism to rank the recommended items based on their degree of
relevancy to the current situation.

Our ranking procedure utilizes the matrices we just constructed and further identifies
the latent associations between both analysts and contexts as well as the latent associations
between analysts and items. In particular, we utilize the transpose of the two matrices Fc,c

and Gi,i . More specifically, by multiplying the two matrices Sa,c × FT
c,c and Ba,i × GT

i,i

respectively, we can obtain two latent matrices that we can use to define the ranking.
For a given detected context c, the ranking score of an item i for an analyst a is obtained

using the following equation:

Ranka,c(i) =
z∑

j=1

(Sa,j × FT
c,j ) ×

m∑
j=1

(Bc,j × GT
i,j ) (8)

5 Evaluation

In order to investigate and evaluate the value of our context-adaptive approach, we have
implemented a prototype that embodies the logic of our recommendation model. This pro-
totype allows analysts to inspect and identify incidents by searching large volumes of
Cyber SA data sets. This tool is also capable of storing and indexing the strategies utilized
by expert cyber analysts while dealing with an attack incident. The captured knowledge
enriches the existing knowledge-base and can be used for future recommendations of similar
attack incidents. Furthermore, the prototype allows analysts to enter contextual information
about the current captured incident.

Using this prototype, we have conducted multiple experiments and case studies. In this
section, we report the results of one of the major case studies that we have conducted
to assess how our recommendation model benefits cyber analysts in identifying potential
threats in Cyber SA multimedia data sources.

The fundamental hypotheses we test in this Human-in-the-Loop case study are:

H 1 Our methods for capturing the fine-grained traces of the cognitive processes of cyber
analysts aid decision making in Cyber SA through threat understanding, analysis, and risk
assessment.

H 2 Our recommendation algorithm improves precision of threat identification and
enhances the filtering and ranking of the recommended items.

H 3 Incorporating context-adaptive techniques personalize multimedia recommendations.

In order to carry out this experiment, a history database that contains traces of analysts’
cognitive process in Cyber SA was needed to be constructed. The process of constructing
this database of analytical processes is described next.

5.1 History database setup

In order to evaluate the proposed recommendation system, a history database that captures
cyber analysts’ operation traces while they are performing cyber analysis tasks is required.
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To ensure a valid and effective evaluation, we constructed the history database following
these principles:

– P1: instances in the database (i.e., “traces”) should be representative traces. More
specifically, the analytical processes represented by the traces should reflect the typical
analytical reasoning activities and strategies of analysts in the real world.

– P2: a variety of analytical processes should exist considering that the history database
contains the traces of analysts who perform Cyber SA analytics differently.

– P3: the database should contain sufficient instances.

Using these three principles as our guide, we have built the history database by generat-
ing simulated traces of analytical processes. The traces were simulated by referring to traces
which were collected in a project with cyber defense analysts and Ph.D. students specialized
in cyber security [29, 31]. The students involved in the project possess enough expertise and
knowledge in cyber security analysis. It has been verified that the collected traces capture
the key activities of analysts’ analytical processes and therefore various analytical processes
were implied in the collected traces [29]. Using these traces as the “seeds”, we constructed
the history database by generating 150 derivatives from these seeds. Following principles
P1, P2 and P3 as our guide, the derivatives were generated by adding variations to the orig-
inal seed traces. The variations include (1) adding observations into the traces, (2) splitting
a trace into multiple traces, and (3) combining the parts from different traces into one trace.

5.2 Case study

We conducted a case study to evaluate the performance of the recommendation algorithm.
Seven traces were randomly selected from the history database. These traces are denoted by
T1 (the trace shown previously in Fig. 4), T2, T3, T4, T5, T6, and T7. Using these traces,
seven experiments were conducted. In each experiment, one trace was used as the query
trace and the remaining six traces were viewed as the history.

Given the query trace and the remaining historical traces, we evaluated the recommen-
dation algorithm in the following manner. Initially, we identified the current context in the
query trace. Using this context, we matched it with the remaining historical traces using our
recommendation model. The historical traces were further ranked according to the similarity
between them and the current context. Furthermore, we asked two specialized individuals
to rank the historical traces as the ground truth. Using this ground truth, we evaluated the
performance of the recommendation algorithm by comparing the system’s output with the
ground truth.

When determining the degree of similarity between two traces, we mainly focused on the
data items included in the observations in these traces and calculate the cosine similarities
as described by our recommendation model.

To illustrate our procedure, let us assume that the trace shown previously in Fig. 4 is
trace T1. Let us also assume that the context of this trace is the current context. We then
proceed by using our algorithm to match T1 with traces T2, T3, T4, T5, T6, and T7. This
process revealed that T4, which is shown in Fig. 5 is the best match. The calculated cosine
similarity score is 0.5669467, which was the highest among other obtained similarity scores
we obtained. Manual inspection by specialists of the other traces revealed that T4 was
indeed the best match based on the ground truth ranking. Thus, providing evidence that
support hypotheses H2 and H3. The similarities between T1 and the other six traces are
demonstrated in Fig. 6.
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Action 1:
Filter IDS Alerts based on “SrcPort=6667”

Observation 1:
Firewall logs {

4/5/2012 22:15, Built, TCP, 172.23.233.2:6658,
10.32.5.50:6667, outbound
4/5/2012 22:15, Built, TCP, 172.23.233.9:6657,
10.32.5.56:6667, outbound
4/5/2012 22:15, Built, TCP, 172.23.233.34:6660,
10.32.5.52:6667, outbound

}
IDS Alerts {

4/5/2012
22:15,10.32.5.58:6667,172.23.233.33:6651, ET
POLICY IRC authorization message
4/5/2012 22:15,10.32.5.56:6667,172.23.233.9:6657,
ET POLICY IRC authorization message

}

FILTER (SrcPort = 6667)t1

t2

NEW_HYPO (H1, O1)t4

SELECT (D1)

AOH-Trees

Observation 2:
IDS Alerts {

4/5/2012 22:19, Deny, TCP,
172.23.235.57:2349, 10.32.5.51:21, ftp
4/5/2012 22:19, Deny, TCP,
172.23.235.57:2349, 10.32.5.51:21, ftp

}

Action 2:
Filter Firewall based on “SrcPort != 6667”

Action 3:
Filter Firewall based on “SrcPort != 6667

AND DstPort != 6667”

Hypothesis 2:
there was an FTP connection attempt
from an internal workstation IP to the

external internet.

SELECT (D2)t3

FILTER (SrcPort != 6667)t5

t7 SELECT (D2)

FILTER (SrcPort != 6667 AND
DstPort != 6667)

t6

NEW_HYPO (H2, O2)t8

Hypothesis 1:
Workstation are communicating with external
servers over IRC which is commonly used by

malware.

Operation Sequence

Fig. 5 The trace T4 that matched T1 shown in Fig. 4 best

The similarity ranking can be validated by the ground truth gained based on the under-
standing of the two traces. Observation 1 in T4 contains the same IDS alerts of Observation
1 in T1. More specifically, when our system detected that T1 is the current context, it has
recommended to the analyst trace T4 as a matching context. In other words, the analyst who
is using our system has essentially found the malicious IRC communication events, which
shows support for hypothesis H1.

Fig. 6 The similarity between T1 and the other six traces (T2, T3, T4, T5, T6 and T7)
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Fig. 7 The similarity between T2 and the other six traces (T1, T3, T4, T5, T6 and T7)

We have conducted six more similar experiments by repeating the same process
described above. In each one of these other experiments, a another trace was treated as the
query trace. Considering the similarity scores in these seven experiments, the mean of the
similarity score is 0.5141 (SD=0.161). After completing all seven experiments, we have
found that in all cases but one case, our system provided recommendations and ranking that
matches the ground truth. In other words, only one experiment revealed that the top recom-
mended trace did not match the ground truth. In this experiment, we treated T2 as the query
trace. We further calculated the similarity between T2 and the other six traces. As shown
in Fig. 7, the recommended trace T5 had the highest similarity score, however, the ground
truth indicated T6 was the most relevant trace instead of T5.

Given this mismatch, we investigated the reason why T6 had a lower similarity score
than T5 according to the similarity algorithm. We found that the observations in T6 contains
the IRC communications events between a set of external servers (including 10.32.5.52,
10.32.5.54, 10.32.5.56, 10.32.5.57 and 10.32.5.58) and internal workstations in the subnet-
work 172.23.233.0, while T2 contains an observation including the IRC communication
events between the external server 10.32.5.5 and the internal workstations in the subnet-
work 172.23.238.0. These two observations had no overlapping events when the system
calculated the cosine similarity, thus resulting in a relatively low score. However, they indi-
cated the same type of IRC communication events in a botnet with a large scale of IPs
being involved. Therefore, they are relevant according to the ground truth. This mismatch
between ground truth and system’s output suggested we may need to consider event abstrac-
tion at a different level in order to compare observations. Besides, this issue can be resolved
by considering the semantic meaning of observations. Regardless, the results of our seven
experiments show support to the validity of our hypotheses.

6 Conclusions and future work

The already existing large volumes of multimedia data with various forms of modality
needs to be inspected and evaluated for cyber threats. Thus, the work presented in this article
uniquely contributes to the proper inclusion and inspection of such data in the context ofCyber SA.
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As such, we have described the design of a multi-modal recommendation system that pro-
motes and supports Cyber SA. In particular, the system is supported by a cloud server that
runs multiple web services to make it capable of analyzing multimedia items from various
network data sources in order to filter and identify cyber threats and vulnerabilities. This
system assists cyber analysts by personalizing the recommendations based on their current
context. More specifically, the recommendation process incorporates a knowledge base of
prior operation traces of expert analysts’ cognitive process while performing day-to-day
cyber analysis tasks and incident identification. Thus, the recommendation model and its
embedded algorithm perform a systematic similarity-based matching between current and
prior traces based on the gathered contextual information.

This work opens new doors for further enhancements and new research perspectives. As
we have seen in the previous section, traces of cyber analysts’ previous activities contain
valuable cognitive information about best strategies used to deal with cyber incidents. In
return, these traces inform future incident identification. However, analyzing these traces is
a time-intensive and complex activity. Therefore, an interesting future work direction would
be to find ways that makes this process more automatic.

Ontologies describe domain concepts and their relationships concisely. They are also
known for their solid and formal reasoning foundation in data modeling and therefore they
can be used to structure and build the knowledge base we described in this paper. Therefore,
investigating the application of semantic annotations and domain-specific ontologies to pro-
vide better matching and ranking of candidate recommendations is foreseen as a promising
future work direction.

Interpreting the operations in traces is usually a time-consuming and complex process.
We have however observed that there are some patterns of sequential operations in traces.
Therefore, a good future work direction would be to study such patterns carefully in an
effort to achieve more efficient ways that can automatically perform trace analysis. Finally,
the case study we have described in this paper demonstrates the utility of our proposed
approach. New experiments are currently being designed and will be conducted involving
real representative users in controlled settings. The goal of such experiments is to evaluate
the utility and performance of our system and to learn how well potential users perform
real-world cyber SA predefined tasks.
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