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ABSTRACT

The first main contribution of this chapter is to take a non-trivial step towards providing a robust and 
scalable solution to privacy protection in vehicular networks. To promote scalability and robustness 
the authors employ two strategies. First, they view vehicular networks as consisting of non-overlapping 
subnetworks, each local to a geographic area referred to as a cell. Each cell has a server that maintains 
a list of pseudonyms that are valid for use in the cell. Each pseudonym has two components: the cell’s 
ID and a random number as host ID. Instead of issuing pseudonyms to vehicles proactively (as virtually 
all existing schemes do) the authors issue pseudonyms only to those vehicles that request them. This 
strategy is suggested by the fact that, in a typical scenario, only a fraction of the vehicles in an area will 
engage in communication with other vehicles and/or with the infrastructure and, therefore, do not need 
pseudonyms. The second main contribution is to model analytically the time-varying request for pseud-
onyms in a given cell. This is important for capacity planning purposes since it allows system managers 
to predict, by taking into account the time-varying attributes of the traffic, the probability that a given 
number of pseudonyms will be required at a certain time as well as the expected number of pseudonyms 
in use in a cell at a certain time. Empirical results obtained by detailed simulation confirm the accuracy 
of the authors’ analytical predictions.
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1. INTRODUCTION AND MOTIVATION

Recent statistics show that in 2008 there were 
over 238 million passenger cars and trucks in 
the US, a vehicular fleet that increases yearly by 
almost seven million new cars (US Department of 
Transporation, Research and Innovative Technol-
ogy Association, 2011). In an effort to help their 
vehicles compete in the marketplace, car and truck 
manufacturers are offering more and more potent 
on-board devices, including powerful computers, 
a large array of sensors, radar devices, cameras, 
and wireless transceivers. These devices cater 
to a set of customers that expect their vehicles 
to provide a seamless extension of their home 
environment populated by sophisticated entertain-
ment centers, access to Internet and other similar 
wants and needs (Arif et al., 2012; Wang, 2010). 
The powerful on-board devices support new ap-
plications, including location-specific services, 
on-line gaming, delivering multimedia content 
and various forms of mobile infotainment made 
possible by the emergence of vehicular networks 
(Li et al., 2005). In the near future, a vehicle will 
be capable of intelligent data-mining based on its 
owner’s preferences (Wen et al., 2011), identifying 
favorite hotels, shopping malls, restaurants (e.g. 
Chinese restaurants featuring Szechuan-style cui-
sine) and, perhaps, a convenient parking lot (Yan 
et al., 2011). Knowing the driver’s preferences, 
around lunchtime the vehicle will automatically 
send queries to the roadside infrastructure and 
other vehicles to find a list of Chinese restaurants 
nearby (Li et al., 2005; Wen et al., 2011).

The increased Internet presence that enables the 
above applications invites various forms of privacy 
attacks mounted by unscrupulous characters in 
order to identify the location of various parties 
that might be exploited for financial gains. One 
well-known such attack has for goal to establish 
that a family is away from their home so that a 
burglary can be perpetrated; yet another one has 
for goal to obtain compromising information that 
can later be used to blackmail the driver. Invariably, 

these privacy attacks are mounted by exploiting 
the various forms of correlation that exist between 
the identity of a vehicle and that of its driver.

While a great deal of research has been devoted 
to information security in vehicular networks 
(Choi et al., 2006; Hubaux et al., 2004; Raya et 
al., 2006; Sun et al., 2010a, Yan et al., 2008; Yan 
et al., 2009a), far less attention has been given to 
privacy issues (Xie et al., 2010; Yan and Olariu, 
2011). One of the reasons for this state of affairs 
is the mistaken idea that the privacy issues en-
countered in vehicular networks are similar to the 
ones experienced in cellular telephony and WiFi 
communications and, therefore, the same solutions 
can be applied. For example, it has been suggested 
that instead of radio communications, drivers use 
their cell phones to access the Internet. However, 
using a cell-phone while driving may not only be 
illegal, as it is currently in some states, it has also 
been identified as one of the principal causes of 
traffic accidents.

A more careful analysis reveals that many of 
the privacy challenges experienced in vehicular 
networks are either brought about or exacerbated 
by the increased on-line presence of drivers, the 
high mobility of the vehicular fleet as well as the 
short transmission requirements of the Dedicated 
Short Range Communications (DSRC) limiting 
transmission to between 300m and 1,000m (Yan 
and Olariu, 2011).

In summary, there are unique challenges to 
privacy protection in vehicular networks including 
(Yan et al., 2013; Arif et al., 2012):

•	 High Vehicular Mobility: This challenge 
renders the network connection inherently 
unstable and make pseudonyms difficult to 
manage and update (Yan and Olariu, 2011; 
Rawat et al., 2011). Therefore, the commu-
nication is not reliable;

•	 Large and Fluctuating Population of 
Vehicles: This challenge will make the 
scalability requirement of privacy solu-
tions difficult to meet (Yan et al., 2012);
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•	 Traffic Flow Characteristics: The ve-
hicles in the network are bound by certain 
traffic flow parameters that are highly relat-
ed to the geographical location differences;

•	 Unmistakable Correlation Between 
a Vehicle and its Driver: Tracking the 
driver often means tracking its vehicle and 
vice-versa.

1.1 Our Contributions

As mentioned, assigning pseudonyms to vehicles is 
a time-honored solution to providing privacy pro-
tection both in real-life and in vehicular networks 
(Huang et al., 2011). The major shortcoming of 
existing approaches is scalability. This is because 
the high rates of vehicular mobility combined with 
the short communication range of DSRC make 
the task of issuing, maintaining and revoking 
pseudonyms extremely difficult. The short-range 
vehicular communications rely on multihop rout-
ing which will involve multiple vehicles in the 
network. However, the more vehicles involved, 
the higher the potential for a privacy attack. The 
growing size of our vehicular fleet in conjunc-
tion with a steadily increasing Internet presence 
require privacy provisioning schemes to be both 
scalable and robust.

Considering the challenges outlined above, 
we take a non-trivial step towards protecting 
network layer and above privacy of vehicles. Our 
first main contribution is to provide a robust and 
scalable solution to privacy protection in vehicular 
networks. To promote scalability and robustness 
we employ a combination of two strategies:

•	 We view vehicular networks as consisting 
of non-overlapping subnetworks each local 
to a geographic area referred to as a cell. 
Depending on the topology and the nature 
of the area, these cells may be as large as 
few city blocks or, indeed, may comprise 
the entire downtown area of a smaller 
town. Each cell has a server that maintains 

a list of pseudonyms that are valid for use 
in the cell. Each pseudonym consists of the 
cell’s ID and of a random host ID;

•	 Instead of issuing pseudonyms to vehi-
cles proactively, as virtually all existing 
schemes do, we issue pseudonyms only to 
those vehicles that need them, and there-
fore request them. This strategy is suggest-
ed by accumulated empirical evidence sug-
gesting that only a fraction of the vehicles 
in an area will engage in communication 
with other vehicles and/or with the infra-
structure and, therefore, need pseudonyms. 
The others do not.

Our second main contribution is to model ana-
lytically the time-varying request for pseudonyms 
in a given cell. This is important for capacity plan-
ning purposes since it allows managers to predict 
stochastically the probability that a given number 
of pseudonyms will be required at a certain time 
as well as the expected number of pseudonyms 
in use in a cell at a certain time. Empirical results 
obtained by detailed simulation confirmed the 
accuracy of our analytical predictions.

Let us elaborate a bit to give the reader a better 
feel for what we do. Guided by the divide-and-
conquer strategy, we partition the geographic area 
of interest into smaller entities that we call cells, 
where the size of a cell is dictated by the charac-
teristic of the environment and will be discussed 
later. The municipality-wide vehicular network 
is partitioned into several subnetworks, each lo-
cal to a cell. Each cell has its own pseudonym 
server that assigns, on demand, pseudonyms to 
the vehicles resident in the cell. To easily locate a 
network node, the address of a vehicle includes two 
parts: the cell ID and the pseudonym as a host ID. 
Pseudonym servers in various cells are connected 
by wired connection. Packets can be transmitted 
following the cell ID. Inside a cell, vehicles are 
located using their host IDs. This simple scheme 
helps scalability, robustness and the reliability of 
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communication. If necessary, scalability can be 
enhanced by further dividing cells into microcells.

Vehicles that wish to communicate using the 
wireless channel need to request pseudonyms from 
the cell server prior to communicating with either 
the infrastructure or with other vehicles in the cell. 
However, it is worth noting that a vehicle does not 
need to request pseudonyms if it is merely receiving 
information from the network, such as listening 
to music, receiving traffic condition updates, etc.

The real identity of vehicle, either its host name, 
or its IP address, or both, will be hidden by the 
pseudonym. In this chapter, the identities of the 
vehicles are temporary and random numbers, the 
identity collector/attacker will not be able to track 
the vehicle by sniffing the network.

Operating similarly to the Dynamic Host 
Configuration Protocol (DHCP), the cell server 
needs to have an accurate estimate of number of 
pseudonyms, the probability and the expected 
number of pseudonym requests. Knowing dynamic 
information at any time, the server can maximize 
the utilization of resources (for example IP ad-
dresses as pseudonyms, bandwidth, etc.), as the 
resources are costly. But the difficulty lies in the 
time-varying nature of the pseudonym requests, 
mirroring the time-varying population of vehicles 
in the cell. One of our main contributions is to 
derive analytically the time-varying expected 
number of pseudonym requests in a given cell as 
a function of time. Empirical simulation results 
have confirmed the accuracy of our analytical 
derivations.

The remainder of this work is organized as 
follows: Section 2 reviews relevant results from 
the recent literature. Sections 3 and 4introduce the 
system model assumed in the chapter as well as 
the privacy treat model whose effects we mitigate. 
They also discuss requirements of a privacy-
preserving system. Section 5 presents the details 
of our privacy provisioning scheme. Further, 
Section 6 and 7 offers our analytical derivations 
both of the privacy scheme and of the stochastic 
model that we propose for pseudonym usage in 

a cell as a function of traffic intensity. Section 8 
offers an empirical evaluation of our model using 
extensive numerical simulations. Finally, Section 
9 offers concluding remarks and directions for 
future work.

2. STATE OF THE ART

The goal of this section is to review a number 
of approaches to preserving privacy in vehicular 
networks. The mix zone concept has been proposed 
recently for privacy protection (Le et al., 2011; 
Dahl et al., 2010; Palanisamy and Liu, 2011; Sun 
et al., 2010b). The mix zone is intended as a strat-
egy to break the link between an old pseudonym 
and a new pseudonym assigned by the roadside 
infrastructure. Since the attackers can store past 
pseudonyms and link the new pseudonym to a ve-
hicle that has been tracked, a mix zone can thwart 
attempts at tracking vehicles by mixing with other 
vehicles (Ribagorda-Garnacho, 2010; Sampige-
thaya et al., 2007). In spite of its novelty, the mix 
zone concept has not met with great success. One 
of the problems seems to be the synchronization 
of pseudonyms. If the traffic flow is high, there 
may have communication delay of synchroniza-
tion of pseudonyms.

A silent period or silent zone is another solu-
tion to breaking the link between old and new 
pseudonyms (Dok et al., 2010; Song et al., 2009; 
Dahl et al., 2010). Group navigation can protect 
the privacy of several vehicles as a group and can 
decrease the overhead of pseudonym changes by 
individual vehicles (Studer et al., 2009; Sampi-
gethaya et al., 2005; Guo et al., 2007). A group 
leader will normally be elected to represent the 
whole group. On the other hand, there are poten-
tial problems. The privacy of the group is highly 
dependent o the integrity of the group leader. If 
the group leader is compromised, the privacy of 
the whole group will temporally compromised.

Dok et al. (Dok et al., 2010) tried to merge 
the three strategies discussed above to provide 
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better privacy protection. The mix zone is often 
selected as a place to assign pseudonyms. The 
group signature can allow vehicles in a group 
to use the same key to communicate (Studer et 
al., 2009; Sampigethaya et al., 2005; Guo et al., 
2007). This is especially useful when the vehicles 
are in a mix zone or silent zone. Since the privacy 
information such as combination of identity, loca-
tion and time can be stored and used to link the 
pseudonyms, adopting a random silent period can 
break the link between a pseudonym and the real 
identity of a vehicle.

The privacy analysis at an intersection has 
been discussed in (Dahl et al., 2010). By using a 
combination of public and private key encryption, 
the roadside infrastructure in charge of the inter-
section will assign keys to vehicles entering the 
intersection. A formal analysis of the transmission 
has been conducted by using ProVerif (Blanchet 
et al., 2008). RFID as a electronic device/tag has 
also been applied in privacy protection in vehicular 
networks (Arapinis et al., 2010; Brusò et al., 2010; 
Delaune et al., 2010).

Lu et al. (Lu et al., 2008) proposed a privacy 
preservation protocol in vehicular networks. The 
basic idea of the proposed method is to dynamically 
generate anonymous keys between the On-Board 
Units and the Roadside Units, which can provide 
fast anonymous authentication and privacy pro-
tection while minimizing the required storage for 
short-time anonymous keys. The authors proposed 
a filtering algorithm to prevent communication 
information from encrypting junk information (Lu 
et al., 2012b, Lu et al., 2012a). However, strictly 
speaking, the proposed methods are more of a 
security-preserving strategy than a privacy pres-
ervation method as the network identity (such as 
IP address, or network name) can still be used in 
tracking the identity of a driver. By contrast, our 
proposed method focus on network layer pseud-
onym protection that guarantees that the identity 
of the vehicles and drivers are both protected.

Lin et al. (Lin et al., 2011; Lu et al., 2010) 
proposed an interesting routing protocol which 

preserves privacy. To help location-based rout-
ing protocol, they proposed a social-tier-assisted 
packet forwarding protocol by using some social 
spots, such as well-traversed shopping malls and 
busy intersections in a city. Without knowing the 
receiver’s exact location information, a packet can 
be first forwarded and disseminated in the social 
tier. When the receiver visits one of social spots, 
it can successfully receive the packet. Vehicle can 
somehow preserve conditional privacy. However 
the method is at least two-hops communication and 
the delivery ratio, packet jitters and average delay 
are questionable. The method is also based on driver 
behavior. In many cases, drivers never visit social 
spots. Our proposed privacy-preserving scheme 
can overcome the potential problems raised by the 
social-related method. First, our scheme is reliable 
and independent of driver behavior and, second, 
the delivery ratio, packet jitters and average delay 
shown in simulation are greatly improved as the 
communication are one-hop.

3. SYSTEM MODEL

The main actors that we deal with in this chapter 
are the vehicles described in Subsection 3.1, the 
roadside infrastructure deployed by the municipal-
ity and/or third-party players to provide various 
services to the traveling public as discussed in 
Subsection 3.2 and the cell model which is the 
workhorse of our solution and will be discussed 
in Subsection 3.3.

3.1 The Vehicle Model

An important new concept in the automotive in-
dustry is neighborhood awareness. This allows a 
vehicle to know about the presence, location and 
even speed of neighboring vehicles. It is common-
knowledge that present-day vehicles come equipped 
with powerful on-board resources. Specifically, we 
assume vehicles to be endowed with the following 
features (Yan et al., 2013; Arif et al., 2012):
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•	 A GPS navigation system including a GPS 
receiver and GPS maps;

•	 A computer center, which will provide data 
processing, computing and storage;

•	 A wireless transceiver, using DSRC for 
fast communications;

•	 Public Key Infrastructure. We assume that 
the public key and private key of each ve-
hicle and infrastructure are assigned and 
maintained by Certificate Authority (CA);

•	 A virus checker. However, virus protection 
is outside the scope of this chapter and will 
not be pursued further.

It is worth noting that the vehicle model adopted 
in this work is highly realistic and that, in fact, it is 
not uncommon to have all the assumed features in 
the high-end vehicular fleet. For example, Toyota 
Motor Corporation developed Pre-Crash Safety 
system (Toyota, 2007) which uses millimeter-
wave radar to sense vehicles and obstacles on the 
road ahead back in 2002. Furthermore, GPS and 
computer center are popular vehicle accessories 
nowadays. To put things in perspective, and to 
illustrate the phenomenal technological advances 
that make their way into present-day vehicles, 
suffice it to mention that only a few short years 
back, a comparably-equipped vehicle used to be 
referred to as a “smart vehicles” (Hubaux et al., 
2004; Yan et al., 2008).

3.2 Roadside Infrastructure Model

An important role in our scheme is played by 
the road side infrastructure deployed by the 
municipality to provide various services to the 
traveling public. While at present these services 
are minimal, we expect that in time they will de-
velop to a full-blown roster of municipality and 
third-party services ranging from traffic updates 
to information about local events, parking avail-
ability, medical facilities, restaurants, and the like. 
The roadside infrastructure may be queried about 
road construction, congestion and can provide, on 

demand, travel estimates to various points on inter-
est and up-to-the-minute parking lot availability.

The roadside unit has a powerful transceiver 
and the electronics needed to communicate with 
the vehicles in the cell. The down-link channel is 
of the broadcast type, the up-link channel (i.e. from 
the vehicles to the roadside unit) is contention-
based. The roadside infrastructure of neighboring 
cells is connected by conventional high-bandwidth 
fiberglass cable.

Last, but certainly not least, the roadside 
infrastructure houses a pseudonym server that 
issues, on demand, pseudonyms to the vehicles 
currently in the cell.

3.3 Cell Model

The system discussed in this chapter assumes an 
urban environment. While we assume the down-
town area of a large city, the same reasoning can 
be applied to a small town. The only difference 
is that in a small town, there might be only one 
cell or, indeed, a few cells, while in a larger urban 
setting the downtown area may be partitioned into 
several cells.

For reasons of efficiency, similar in nature to 
the ones motivating cellular telephony service 
providers, the city-wide vehicular network is 
partitioned into many smaller subnetworks, each 
local to a cell, as shown in Figure 1. The details of 
this partitioning will be discussed in Section 5.1.

Some of the advantages of the cell-based com-
munication include:

•	 Localized Communication: This follows 
from the observation that drivers tend to be 
more interested in local information, such 
as traffic congestion, accidents, parking lot, 
or gas station, etc.;

•	 Enabling Scalability: No matter how far a 
destination is located, a vehicle can access 
it with help from the cell;

•	 Customizing Security and Privacy 
Strategies: Different cells can be deployed 
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with different security and privacy pro-
tocols. For example, users along a busy 
highway will want fast communication 
with least delay caused by encrypting and 
decrypting message (Yan et al., 2009b). A 
simpler cryptographic algorithm can be 
employed in this area.

4. THREAT MODEL AND 
REQUIREMENTS

During its residency in a cell, a vehicle may 
contact many other vehicles and the roadside 
infrastructure. Therefore, it is important to pro-
tect the privacy of vehicles by ensuring that their 
communication cannot be tracked. The privacy 
protector will not be able to protect privacy in the 
situation that vehicles may move out of scope of the 
protector or the protector will serve large amount 
of vehicles. Obviously, the privacy protection must 
be scalable because of the high mobility and large 
population of vehicles. The threat categories are:

•	 Linking Pseudonyms: The attackers can 
store the past identities (e.g. pseudonyms) 

of a vehicle and record the received new 
identities to link the past pseudonyms with 
the new pseudonyms (Yan et al., 2008);

•	 Global Exploring: The attackers can ob-
tain full control of the network including 
roadside infrastructure, service servers, 
etc. The attackers therefore can explore any 
network infrastructure to track the identity 
of a vehicle;

•	 Passive Eavesdropping: The attackers 
can install a powerful radio receiver to pas-
sively eavesdrop the identity and location 
information of other vehicles nearby;

•	 Spoofing User Identity: The attackers 
pretend to be another user to obtain data 
and illegitimate advantages. One classic 
example is “man-in-the-middle attack” 
in which the attackers pretend to be Bob 
when communicating with Alice and pre-
tend to be Alice when communicating with 
Bob. Both Alice an Bob will send decrypt-
able messages to the attackers. Another 
similar example is “email address spoof-
ing” in which the attackers fill with forged 

Figure 1. Illustrating the partition of downtown Chicago into cells.(Yan et al., 2013; Arif et al., 2012)
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return user’s identity and create unreach-
ability errors.

With the development of vehicle registration 
plate recognition, the attackers can track a vehicle 
by physically following the vehicle. The physical 
track is not able to prevent by simply use software 
method (Xi et al., 2007).

4.1 Requirements of a Privacy-
Preserving Solution

Vehicular networks are complex systems with 
time-varying dynamics. While privacy protec-
tion in vehicular networks is our main concern in 
this chapter, there are other related, but equally 
important issues that any solution must consider. 
These issues translate into the following three 
requirements (Yan et al., 2013; Arif et al., 2012):

•	 Hiding the real identity of vehicles in 
an effective way: A vehicle’s real identity 
must be replaced by a pseudonym which is 
a random number; 

•	 Routing packets in an efficient way: It is 
helpful to think of the identity of a vehicle 
like something like an IP address of a net-
work device in the TCP/IP protocol. The 
identity will be used to route packets and 
to locate the host; 

•	 Protecting the privacy of vehicles and 
their drivers in a scalable way: Due to 
high vehicular mobility and a large number 
of vehicles on our roadways and streets, 
privacy-preserving strategies must be scal-
able and robust. 

4.2 Level of Private Message

Based on the sensitivity, there are several levels of 
messages: Public, Personal, Private, Confidential 
and Private.

1. 	 For Public: No sensitivity level is assigned 
to the message. This message can be trans-
mitted to the whole network.

2. 	 For Personal: The recipient will treat the 
message as personal information. The iden-
tity of the sender may or may not shown in 
the message. It is up to the sender to decide 
the appearance of the identity.

3. 	 For Private: The recipient will treat the 
message as private information. No identi-
ties will be recovered.

4. 	 For Confidential and Private: The recipient 
will treat the message as confidential and 
private information. No identities will be 
released and only the authenticated recipient 
can read this message.

5. OUR PRIVACY-
PRESERVING SCHEME

Referring to Figure 1, our scheme partitions the 
geographic area of interest into non-overlapping 
cells. In turn, the municipality-wide vehicular 
network is partitioned into subnetworks, each 
local to a cell. Each subnetwork maintains a list 
of pseudonyms and assigns, on demand, a pseud-
onym to each vehicle in the cell. In principle, the 
pseudonym is valid for the duration of the residency 
in the cell. Each pseudonym is composed of two 
parts (Yan et al., 2013; Arif et al., 2012):

•	 The ID of the Cell: used as a geographic 
network prefix ID and mask ID that speci-
fies the maximum number of vehicles pre-
sented in the cell;

•	 The Pseudonym Assigned to a Vehicle: 
used as a host ID which uniquely identi-
fies the vehicle while in the cell. One ex-
ample of the pseudonym is an IP address. 
With such a pseudonym, vehicles can route 
packets based on the network ID and re-
ceivers can be easily located inside a cell 
by host ID.
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It is worth mentioning that the use of pseud-
onyms is not mandatory and the decision to 
use them or not is left with individual drivers 
who can opt to communicate without protection 
privacy. Cities, especially some busy districts, 
often broadcast information for example traffic 
congestion information, parking lot information, 
through FM radio or through the broadcast IP 
address. If a vehicle merely receives information 
passively, the vehicle does not have to request a 
pseudonym. It is only when the vehicle is about 
to send out requests or messages (for example, a 
direction to a specific address) that the vehicle 
needs to request a pseudonym. This is obvious if 
the pseudonym is an IP address. Bearing in mind 
the fact that pseudonym usage is not mandatory, 
we can assume that some vehicles will not request 
a pseudonym for the most part of their trip.

5.1 Cell Communication 
Enhances Privacy

In this subsection, we introduce cell commu-
nication which enhances privacy by reducing 
the linkage between the identity and location of 
vehicles. As we have already mentioned, in an 
urban scenario the whole vehicular network is 

partitioned into cells on the digital map, as shown 
in Figure 1. The digital maps with cell partitions 
are installed on vehicles, just as GPS navigator 
systems install digital maps with many other use-
ful information such as gas stations, hotels, etc. 
The size of the cell is a system parameter and 
depends on a number of factors. For example, in 
the US the vehicles are assumed to use the DSRC 
protocol limiting the effective communication 
range to 1000m and so the cells must have edges 
of roughly 700 meters so that any two vehicles 
inside the cell can communicate with each other 
and with the pseudonym server regardless of their 
position within the cell. Thus, in a cell vehicles 
can directly communicate with the pseudonym 
server in one hop.

As illustrated in Figure 2, each cell has a trans-
mission tower and a pseudonym server to provide 
privacy protection and wireless communication 
routing. Each vehicle can automatically find which 
cell the vehicle belongs to by checking the GPS 
location and the cell’s map.

In this chapter, we assume that a pseudonym 
uniquely identifies a vehicle, such as IP address, 
host-name in network. We briefly list the steps 
involved in requesting a pseudonym (Yan et al., 
2013; Arif et al., 2012): 

Figure 2. Each cell contains a trusted pseudonym server. GeoID is the unique identity of a cell while 
PseudoID is the unique identity of a vehicle inside the cell.(Yan et al., 2013; Arif et al., 2012).



304

Privacy Protection in Vehicular Ad-Hoc Networks

•	 The vehicle first encrypts a request by us-
ing the pseudonym server’s public key. The 
request will also include a secret key (ran-
dom number) that the vehicle will use to 
uncover new pseudonym. When the pseud-
onym server receives this request, the 
server will apply its private key to decrypt 
the message. In this step, the requesting ve-
hicle will send its real identity. For security 
reasons, the pseudonym server will store 
an encrypted version of the real vehicular 
identity; 

•	 The pseudonym server will authenticate 
the vehicle. If the vehicle is eligible to re-
ceive a new pseudonym, the pseudonym 
server then allocates an available random 
pseudonym to the vehicle. Having encrypt-
ed the new pseudonym with the secret key 
the pseudonym server then sends the en-
crypted message back to the vehicle. The 
pseudonym include a non-negative expira-
tion time, i.e. a time-to-live (TTL); 

•	 The vehicle applies the new pseudonym 
after decrypting and uncovering the new 
pseudonym. When the pseudonym expires, 
a new request has to be sent by the vehicle. 
In this chapter, we take the view that the 
TTL is set to infinity, that is, pseudonyms 
are valid to use during the entire residency 
in the cell. However, in general this need 
not be the case. 

Based on the above discussion, it is reasonable 
to assume that the pseudonym servers will not be 
compromised and that the public key infrastructure 
(PKI) including public key and private key pairs 
cannot be cracked.

5.2 Pseudonyms Hide the 
Identity of Vehicles

The major goal of this subsection is to discuss how 
the real identity of a vehicle is hidden and how 
the requirements specified in Subsection 4.1 are 

satisfied. As already mentioned, and as illustrated 
in Figure 3, the identity of a vehicle consists of 
two main parts: a cell(i.e. subnetwork) ID (GeoID 
prefix) and a host ID (Host ID). The subnetwork 
ID is shown as GeoID and the host ID is combined 
with subnetwork ID by adding the subnetwork ID 
to the host ID. The HostId is a random number 
generated and maintained by the cell pseudonym 
server. Therefore, the combination of the host ID 
and the subnetwork ID can also be thought of as 
a pseudonym.

To illustrate the previous discussion let us 
follow an example. Referring to Table 1, a vehicle 
ID is 64 bits, e.g. 0932.0968.0115.1300 (dot-hex-
decimal notation). The subnetwork ID is specified 
by subnet mask, i.e. Geonet mask FFFF.FFFF.
FFFF.0 in table 1. Therefore, the GeoID prefix 
is obtained by a logical “AND” operation between 
the vehicle ID and the Geonet mask. The host ID 
is shown as 0000.0000.0000.1300. The broadcast-
ing address inside the cell will be 0932.0968.0115.
FFFF which can be obtained by replacing the 
host ID by all “1”s. It is clear that the network 
localization can use the GeoID prefix. Once the 
cell as a subnetwork has been identified, the 
Broadcast Address can be used to find the host 
vehicle.

Once a vehicle has obtained a pseudonym, it 
can use it to communicate with other vehicles 
and/or with the roadside infrastructure until it 
exits the cell or the pseudonym expires. As men-
tioned already, cell pseudonym servers are con-

Table 1. Identity pseudonyms: parameters and 
values.(Yan et al., 2013; Arif et al., 2012) 

Dot-HexDecimal notation

Vehicle ID 0932.0968.0115.1300

Geonet mask FFFF.FFFF.FFFF.0000

GeoID prefix 0932.0968.0115.0000

Host ID 0000.0000.0000.1300

Broadcast Address 0932.0968.0115.FFFF
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nected with each other by a wired network. Mes-
sages can be transmitted by following the network 
ID on wired networks. Inside a cell, the destina-
tion vehicle can be located by host ID. However, 
the network localization is very efficient since the 
size of a cell is small when compared to the whole 
network. Therefore, our method is both scalable 
and robust.

5.3 Dividing a Cell into Microcells 
to Improve Scalability

Seen from the perspective of a cell, the population 
of vehicles is fluctuating with time as vehicles 
constantly move in and out the cell. According to 
recent statistics published by the National High-
way Traffic Safety Administration, we assume 
that the percentage of vehicles that will request 
pseudonym is about 24.5% of the population of 
vehicles in the cell (National Highway Traffic 
Safety Administration, 2012) although in our 
analytical derivations we take a more general view 
and let the probability that a vehicle requests a 
pseudonym be time-dependent.

When the request for pseudonyms reaches 
its peak, it may place a great deal of pressure on 
the pseudonym server. We present a method to 
improve scalability by dividing, on a per-need 
basis, a congested cell into microcells in a manner 
similar to that of cellular networks. A cell can be 

divided into microcells, as shown in Figure 4. Each 
microcell has its own pseudonym server which 
has the same capability to process pseudonym 
requests, validation, and updates. The division 
to microcells can recursively proceed until the 
request rejection rate drops to zero.

5.4 Location Division Multiple 
Access (LDMA) to Reduce Collisions

Given that the number of vehicles in a cell can be 
large, the broadcast storm (Lu and Poellabauer, 
2010) can be a potential problem that can greatly 
reduce the efficiency of communications. To 
mitigate the problem, we propose to use Location 
Division Multiple Access (LDMA), inspired by the 
classic Time Division Multiple Access (TDMA) 
protocol, to schedule the communications in order 
to reduce the number of wireless communication 
collisions. Like TDMA, data stream is divided into 
frames. Each frame is further divided into time 
slots. Each slot is assigned to a small region of a 
cell. Vehicles in the small region will share the 
same time slot. Therefore, the idea is to divide a 
cell into smaller sub-cells, i.e. the cell is divided 
into 8 slots, to reduce the wireless communication 
collision. Comparing with TDMA, LDMA only 
assigns time slots to a sub-cell, a smaller region 
to the original cell, instead of an individual user. 
For scalability, a sub-cell can be divided into 
finer granularity super-sub-cells and a time slots 
can be partitioned into smaller time fractions to 

Figure 4. Illustrating the partition of a congested 
cell into microcells.(Yan et al., 2013; Arif et al., 
2012).

Figure 3. Illustrating the pseudonym structure. A 
64 bits number is partitioned into two parts: GeoID 
which is the cell’s ID and the PseudoMask which 
includes a subnetwork mask and a pseudonym ID 
which is a random number.(Yan et al., 2013; Arif 
et al., 2012).



306

Privacy Protection in Vehicular Ad-Hoc Networks

host super-sub-cells respectively. The structure 
of LDMA is illustrated in Figure 5.

5.5 Quiet Times Prevent the Tracking 
of ID and Location

To avoid tracking of vehicular ID and location, a 
silent zone will be adopted. The major function 
of the silent zone is to break the link between 
the old ID/location and the new ID/location. 
Therefore, it is natural to have the silent zones 
located at intersections because the semi-random 
mobility of vehicles can enhance the breakage of 
the correlation between the old ID and new ID. 
Inside the silent zone vehicles stop using their 
IDs. But this stoppage will not prevent vehicles 
from exchanging emergency messages. Only ID 
related applications will be temporally blocked. 
This is acceptable for most applications because 
the duration of the blockage will be only a few 

seconds. When a vehicle exits the silent zone, it 
will start using the new ID. The vehicles that have 
no new ID will keep using their current (i.e. old) 
ID. (Figure 6)

5.6 Pseudonym Synchronization

A number of agencies can participate in generating 
pseudonyms. These agencies can be governmental 
transportation authorities, such as DMV or BMV. 
These governmental authorities are ideal agents 
to serve as pseudonym servers. Pseudonyms can 
also be issued by roadside infrastructure built by 
DMV/BMV and forced to be updated every ex-
piration period even if the car is not on the road. 
The vehicular maintenance habits of drivers will 
not be changed and drivers will not be forced to 
perform other actions to get their vehicle certified 
and provided with a suitable set of pseudonyms.

Figure 5. Illustrating LDMA. Data stream is divided into frames. Each frame is divided into time slots. 
Each time slot is assigned to a sub-cell which is formed by partitioning a cell into 8 sub-cells. Vehicles 
in the cell slot can communicate only within its time slot.(Yan et al., 2013; Arif et al., 2012).
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However, there are several problems associated 
with a central pseudonym authority, the single-
point-of-failure concern being one of them. Yet 
another problem may be that the server IDs are 
not synchronized among cell servers. This prob-
lem will disable packet routing. To synchronize 
pseudonym servers, a possible solution is make 
a Pseudonym Server (PS) chain which includes 
several levels of PSs. Each local pseudonym 
server receives certificates and server IDs from 
the higher level servers. Each of them has a series 
of PSs. A tree structure can be organized as sug-
gested by Figure 7.

Vehicle manufacturers can be the authorized 
to issue pseudonym as well. Manufacturers will 

receive permission and certificates from govern-
mental transportation authorities and become a 
subdivision of PS. In addition, non-profit organi-
zations can also act as authorized organizations. 
Similar to the vehicle manufacturer, non-profit 
organizations can obtain permission and certifi-
cates from governmental transportation authorities 
and become a subdivision of a PS.

At fabrication time, each vehicle will receive 
a pseudonym from the manufacturer or some 
governmental agency by using PKI encryption. 
Pseudonym assignment is on the basis of the unique 
ID and a certain expiration time. The pseudonym 
has to be periodically renewed at local pseudonym 
servers such as cell pseudonym servers, DMV/
BMV pseudonym servers as sub-PSs.

5.7 Pseudonym Update 
and Expiration

There are three ways a pseudonym can expire. First, 
pseudonyms are time-sensitive. As mentioned 
before, each pseudonym is assigned a TTL value. 
When the TTL decreases to zero, the pseudonym 
expires and the vehicle will be automatically 
deregistered. A pseudonym is also associated with 
the issuing cell ID, i.e. GeoID shown in Figure 2.

Second, when a vehicle exits a cell and enters a 
new cell, the vehicle can requests a new pseudonym 
which will submit the old pseudonym as well. The 
pseudonym server in the new cell will identify the 

Figure 6. Illustrating the silent time T T
1 0
− and 

silent zone. (Yan et al., 2013; Arif et al., 2012).

Figure 7. Illustrating the Pseudonym Server (PS) tree structure which ensured that server IDs are syn-
chronized.(Yan et al., 2013; Arif et al., 2012).
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previous cell ID and TTL. If the TTL is still valid, 
a synchronizing message will be sent to the old 
cell to notify the old pseudonym server in the old 
cell. The old pseudonym server will deregister the 
vehicle that just entered the new cell.

Since each time of applying new pseudonym 
is not based on the full capacity of the pseud-
onym pool, we will need to estimate the size of 
the pseudonym pool. Assume that the expected 
number of pseudonyms is E[X(t)] where X(t) 
means the pseudonym server receives k requests 
at time t. Therefore, in order to accommodate the 
difference between theoretical predictions and 
the actual number of requests experienced by 
the cell, the size of the pseudonym pool may be 
taken to be (1+δ)E[X(t)]+1 where 0<δ<1 is an 
application-dependent parameter that will have to 
be fine-tuned as empirical evidence accumulates.

5.8 Preventing Denial 
0f Service Attacks

As the pseudonym server is a single service pro-
vider in a cell, it can be subjected to Denial of 
Service (DoS) attacks which are relatively easy 
to mount and hard to prevent. The damage DoS 
can inflict includes resource depletion such as 
wasting computing, memory, storage, and network 
resources, service exception and starving, among 
many others. Our main strategies to mitigate the 
effects of DoS attacks are the following:

•	 Location Authentication: The senders of 
the pseudonym request must be inside the 
cell. The location authentication can detect 
the sender’s location by using both GPS 
coordinates and signal strength. The loca-
tion authentication can block most, if not 
all, the requests from outside the cell;

•	 Filtering Pseudonym Requests: The 
pseudonym server only provides pseud-
onym services. Any other type of requests 
will be rejected;

•	 Request Throttling: The pseudonym serv-
er only assigns a reasonable request quota 
to every street in the cell. If the quota of a 
street is exceeded, it would not use other 
street’s quota.

6. PRIVACY ANALYSIS: MODEL 1

In this section, we present a model to analyze the 
cell. Suppose roads be partitioned into slots. Each 
slot can only hold exact one vehicle. Therefore, 
when a vehicle present at a place, the vehicle ac-
tually take one slot. Consider a single cell where 
the number of possible slots for vehicles is finite 
and the total number of slots is N. Denote by X(t) 
the number of slots in use at time t. Then, our 
physical intuition is not violated by assuming that 
{X(t);t>0} is a birth-death process. It also seems 
reasonable to assume that, the cars arrive at a rate 
of λ(t), independent of the number of cars already 
in the traffic area, and if the traffic area contains 
k cars, then the departure rate is kμ(t), where μ(t) 
is a function of t.

The state space of this process is S={0,1,…,N}. 
For every positive integer k, 1≤k≤N, the event 
X(t)=k occurs if the traffic area contains k cars at 
time t. We let P t

k
( )  denote the probability that 

the event X(t)=k occurs, that is

P t P X t K
k
( ) { ( ) }= =

To make the mathematical derivations more 
manageable, at this point we assume that λ(t)=λ 
and μ(t)=μ. Thus, the transition rate matrix of this 
birth-death process is
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And the Fokker-Planck equation is as follows:
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Now the equation system (1) can be written as
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7. PRIVACY ANALYSIS: MODEL 2

The main goal of this section is to offer a sto-
chastic analysis of the privacy scheme discussed 
in the previous sections. The expected number 
of pseudonyms and the probability of a certain 
number of pseudonyms in a cell at any time are 
our main interests. The main reasons we need to 
model the expected number and probability of 
vehicles in a cell at time t include:

•	 Reducing Security Risks: If the pseud-
onym server includes a list of unused 
pseudonyms, attackers may take the un-
used pseudonyms and pretend that the 
pseudonym is legally assigned. If we can 
reduce the number of unused pseudonyms, 
the risk of security will be reduced as well;

•	 Reducing Control Costs: Compared with 
the strategy that a cell request N pseud-
onyms every time, the strategy that a cell 
requests the expected number pseudonyms 
will include far fewer pseudonyms and, 
consequently, the overhead of generating, 
transmitting, and processing will be corre-
spondingly smaller;

•	 Reducing Maintenance Costs: We as-
sume that pseudonyms cost money and 
that, while the pseudonym service is free 
to the public the municipality and/or oth-
er third party entities will have to pay for 
them. It is obvious, therefore, that request-
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ing and maintaining a smaller number of 
pseudonyms, tailored to the expected num-
ber of vehicles in the cell, will be cheaper 
than maintaining the maximum number of 
pseudonyms.

7.1 Defining the Model

In this section, we define the stochastic model 
which will be used to derive the analytical close 
form. We take stochastic process to the process 
of pseudonym application and expiration. The 
stochastic model is defined as follows, shown in 
Figure 8:

1. 	 We are interested on the pseudonym re-
sources on the pseudonym server side. 
Therefore, we focus on the pseudonym 
server. Cars in cells mostly and passively 
receive information such as traffic conges-
tion information from infrastructure. Cars 
will not need pseudonyms at this stage. When 
a driver wants to send requests or commu-
nicate with infrastructure/other cars, a ve-
hicle will reactively request a pseudonym 
and start to communicate. In other words, 
cars request pseudonym in an on-demand 
way. The service server is the whole process 
of registering, validating, and unregistering 
pseudonyms for vehicles.

2. 	 The pseudonym server will assign a pseud-
onym to the vehicle only after a vehicle 
request a pseudonym. Therefore, the arrival 
rate of the stochastic process is defined as 
arrival rate of demands for pseudonyms from 
vehicles in a cell.

3. 	 A pseudonym will become expired either 
the TTL decreases to zero or the pseudonym 
server is notified by other pseudonym serv-
ers. Therefore, the departure rate of the 
stochastic process is defined as expiring rate 
of pseudonyms.

4. 	 The service time in the stochastic process is 
the duration of registering and unregistering 
the pseudonyms.

5. 	 Vehicles can be in the incoming traffic and 
become brand-new vehicle in the cell or the 
vehicle that has been parked the cell for a 
long time and get restarted.

It is important to point out that there exists 
some special cases that the model does not apply. 
One example is that phenomenal events in a cell, 
such as super bowl of football, air show, etc., will 
create exceptional arrival rate and departure rate 
comparing with normal traffic condition in that 
cell. The traffic in cells are extremely different 
to the normal traffic condition in regular days. 
However, thanks to predetermination of these 
events (schedules and locations are predefined), 
pseudonym servers in involving cells can be 

Figure 8. Stochastic model. The arrival rate: arrival rate of demands for pseudonyms from vehicles in a 
cell. The departure rate: expiring rate of pseudonyms. (Yan et al., 2013; Arif et al., 2012).
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prepared for these phenomenal events. From 
the engineering perspective, we can request full 
capacity of pseudonyms and divide the involving 
cells into sub-cells or micro cells. Each of them 
has full capacity of pseudonyms. The cell’s size 
can be decreased to a few hundred meters so that 
the server can feed each vehicle a pseudonym. 
Although it can be expensive, technically, it can 
be handleable.

7.2 Cell Size Analysis

We are interested in the following problem. Con-
sider a cell with finite capacity N. At time t=0, 
the cell contains n

0
0≥  cars. After that, cars 

arrive and depart at time-dependent rates as de-
scribed next. If the cell contains k, (0≤k≤N), cars 
at time t, then the car arrival rate is

a t
N K
N

t
k
( ) ( )=

−
λ 			         (2)

and the car departure rate β
k
t( )  is

β µ
k
t k t( ) ( )= 				          (3)

where for all t≥0, λ(t) and μ(t) are integrable 
on [0,t]. It is worth noting that both a t

k
( )  and 

β
k
t( )  are functions of both t and k. In particular, 

it may well be the case that for t t a t a t
k k1 2 1 2

≠ ≠, ( ) ( )  
and similarly for β

k
t( )
1

 and β
k
t( )
2

, giving math-
ematical expression to the fact that at different 
times of the day, say, the departure rate depends 
not only on the number of cars present in the cell 
but also on time-dependent factors.

Consider the counting process {X(t) | t≥0} of 
continuous parameter t, where for every positive 
integer k, (1≤k≤N), the event {X(t)=k} occurs if 
the cell contains k cars at time t. We let P t

k
( )  

denote the probability that the event {X(t)=k} 
occurs. In other words,

P t X t k
k
( ) Pr { ( ) }= =





In addition to P t
k
( ) , of interest are the ex-

pected number E[X(t)] and the variance Var[X(t)] 
of the number of cars in the cell at time t>0, as 
well as the limiting behavior of these parameters 
as t →∞ , whenever such a limit exists and/or 
makes sense.

7.3 Deriving a Closed Form for P t
k
( )

To make the mathematical derivations more 
manageable, we set P t

k
( )= 0  for k<0 and k>N. 

Thus, P t
k
( )  is well defined for all integers 

k∈(−∞,∞) and for all t≥0. In particular, the as-
sumption about the cell containing n

0
 cars at t=0 

translates into P
k
( )0 1=  if k n=

0
 and 0 other-

wise.
Let t, (t≥0), be arbitrary and let h be suffi-

ciently small that in the time interval [t,t+h] the 
probability of two or more arrivals or departures, 
or of a simultaneous arrival and departure, is o(h). 
With h chosen as stated, the probability P t h

k
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that the cell contains k, (0≤k≤N), cars at time t+h 
has the following components:
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 and 0 otherwise.
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be the probability generating function of  
P t
k
( ) . Recall that since P

k
= 0  for k<0 and k>N, 

there is no harm working with k∈(−∞,∞). Upon 
multiplying (4) by zk  and upon summing over 
k∈(−∞,∞) we obtain (see Box 2) with 
G z zn( , )0 0= and auxiliary equations
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Using standard techniques, equation (8) yields
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For later reference, we now state and prove 
the following technical result.

Box 1. 

P t h
k
( )+ = P t h

N k
N

t kh t P t h
N k
N

t P t
k k k
( ) ( ) ( ) ( ) ( ) ( )1

1
1 1

−
−

−










 +

− +
+− +λ µ λ (( ) ( ) ( )k h t o h+ +1 µ

	 = −
−









 +

− +
+ + +−P t h

N k
N

t P t h
N k
N

t k h t o
k k
( ) ( ) ( ) ( ) ( ) ( ) (1

1
1

1
λ λ µ hh)

After transposing P t
k
( )  and dividing by h we have:

P t h P t

t h t
N k
N

t k t P t
N k
N

tk k
k

( ) ( )

( )
( ) ( ) ( ) (

+ −

+ −
=

−
+











 +

− +
λ µ λ

1
)) ( ) ( ) ( )

( )
P t P t t

o h
hk k− ++ +

1 1
µ

Taking limits on both sides as h → 0  yields the differential equation:
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c
z
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h u
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By simple manipulations, (9) yields
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where we have used the fact that
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0 1

which is implied by the Fundamental Theorem of 
Calculus. Thus (11) holds, as claimed.

Returning to the auxiliary equations (7), we 
observe that by selecting the multiplicands 
x x x
1 2 3
, ,  as
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Thus, we have obtained the partial differential equation
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whereupon, by exponentiation, we obtain
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for some constannt.c
2
 The two constants c

1
 and 

c
2
 are related by

c c
2 1
= 


ψ 				        (14)

where Ψ is an arbitrary function.
As it turns out, (12), (14), along with condition 

G z zn( , )0 0=  can be used to determine Ψ. For 
this purpose, we first find an explicit closed form 
for Ψ. It is easy to confirm that for an arbitrary 
real x,

ψ x
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x
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Now, (9), (11), (12) and (15), combined, allow 
us to write (see Box 8)
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In spite of its complexity, (16) reveals a whole 
cell about the structure of the process {X(t) | t≥0}. 
To see this, observe that G(z,t) is the product of 
the following two factors:
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which is the probability generating function of a 
binomial random variable with parameter n

0
 and 

success probability
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which is the probability generating function of a 
binomial random variable with parameter N n−

0

and success probability
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0

		      (19)

Define two additional counting processes

•	 {R(t) | t≥0} that keeps track of the number 
of the n

0
 cars present at time t=0 that are 

still in the cell at time t; it is clear that the 
success probability 

p t e u e duh t h u
t

( ) ( )( ) ( )= − − ∫1 0

0

µ  is precise-

ly the probability that a generic such car is 
still in the cell at time t;

•	 {S(t) | t≥0} that keeps track of the number 
of cars in the cell at time t that were not in 
the cell at time t=0; this is also a binomial 
process with parameters N n−

0
 and suc-

cess probability

e
u
N
e duh t h u

t
− ∫( ) ( )( )λ 0

0

It is immediate that for all t, R(t) and S(t) are 
independent random variables. Further, the ex-

pression of G(z,t) as a product implies that for all 
t≥0, N(t) is the convolution of R(t) and R(t) and so

X(t)=R(t)+S(t). 				       (20)

Next, we turn to the task of computing a closed 
form for the expected number, E[X(t)], of cars in 
the cell at time t and its variance Var[X(t)]. Observe 
that by (20) and the linearity of expectation we 
can write the following equations (see Box 9-10).
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Similarly, since as noted for every t>0, the 
random variables R(t) and S(t) are independent, 
and thus, uncorrelated, we can write
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7.4 Pseudonym Collision

Although we assume that the PSs and sub-PSs are 
generally synchronized, there may occasionally 
have situations (e.g. network congestion) that 
will cause the delays of updating pseudonyms. 
Thereafter, there will have a certain probability 
that the pseudonyms that are collided. We are 
interested to check the probability of the collision 
of pseudonyms in the worst cases. In each cell, 
the total number of pseudonyms is n in a pool. 
Each vehicle is given k pseudonyms from the cell 
CA. Given a vehicle a, define event c as another 
randomly selected vehicle b does not adopt any 
pseudonyms that the vehicle a does, i.e. no two 
vehicles share the same set of pseudonyms. We 
are interested in the probability P(c).

P c
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C
n k
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k
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−
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!( )!
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8. SIMULATION RESULTS

In this section we evaluate the analytical results 
derived in Section 7.2 by comparing the theoretical 
predictions with numerical results. The numerical 
results were obtained by mathematically simulat-
ing the cell. We assume the capacity of the cell 
is fairly large (e.g., 1000), even though it is con-
sidered unbounded in the analytical derivations.
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8.1 Simulation Setup

We assumed that, at the beginning of the simula-
tion, i.e., at time t=0, there were n

0
500=  ve-

hicles in the cell. The vehicles were assumed to 
arrive into and and depart from the cell at certain 
time-varying rates. To evaluate the analytical 
results, we considered three scenarios, as described 
next:

•	 Scenario 1: the first set of results was 
designed for constant arrival rate and de-
parture rates. For illustration purposes, we 
have chosen λ=800 and μ=2;

•	 Scenario 2: the second set of results was 
designed for time-dependent arrival and 
departure rates but such that limit 
lim ( )

( )t
t
t→∞
λ
µ

 does not exist;

•	 Scenario 3: the third set of results was de-
signed for time-dependent arrival and de-

parture rates such that limit 
lim ( )

( )t
t
t→∞
λ
µ

 

exists.

To set the stage for explaining our design 
decisions, imagine a typical long-term cell of a 
mid-size cell. A glance at the flight arrivals and 
departure schedule will convince us, first, that 
the flight arrival and departure rates are time-
dependent stochastic phenomena; and, second, 
that flights depart and arrive on a 24-hour periodic 
schedule. It is, consequently, clear the car arrival 
and departure rates from the cell(s) will mirror 
fairly closely the flight departure and arrival rates. 
It follows that the car arrival and departure rates 
into/from the long-term cell and departure rates 
should also periodic functions of time.

While many periodic functions could possibly 
be employed, we have decided to adopt as generic 
arrival and departure rates

λ(t)=a+bsinΘ(t) 			       (23)

and

μ(t)=c+dsinΘ(t). 			       (24)

where a, b, c, d are constants. Observe that b and 
d control the fluctuation of the arrival and depar-
ture rates, respectively. Indeed, from (23) it is 
clear that the larger b, the larger the fluctuation 
of λ(t) as a function of time. Similarly for d. Hav-
ing settled on this choice, there were two further 
problems that needed attention. The first was the 
most appropriate simulation granularity: after 
some trials we have decided that the most ap-
propriate time unit model the car arrival and 
departure is one hour. With this is mind, for ar-

bitrary t≥0, we have decided to take.Θ( )t t
=
π
12

Assuming the average the number of 
pseudonyms of a mid-size cell to be between 
400 and 500, we have chosen the constants 
a=1300,b=500,c=3,d=1. With this in mind, the 
arrival and departure rates used in Scenario 2 were

λ
π

( ) sin( )t
t

= +1300 5
12

and the departure-rate of vehicles is

µ
π

( ) sin( )t
t

= +3 1
12

It is easy to confirm that, in this case, the 

limit 
lim ( )

( )t
t
t→∞
λ
µ

 does not exist.

For Scenario 3, we adopted quasi-periodic 
time-dependent arrival and departure rates λ(t) 
and μ(t), with a period close to 24 hours, in such 

a way that the limit 
lim ( )

( )t
t
t→∞
λ
µ

 existed. Again 

many quasi-periodic functions could possibly be 
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employed. But we have decided to adopt as ge-
neric arrival and departure rates as

λ
π

( ) exp( . sin( )t t
t

= + + −



800 400 1 2 0 3

12

and

µ
π

( ) exp( . ) sin( )t t
t

= + + −



2 1 0 2

12

8.2 Detailed Discussion of 
Simulation Results

We begin by investigating the expected number 
E[N(t)] of cars in the cell. The comparisons be-
tween the analytical results and the numerical 
results have been performed for the above three 
scenarios. For each scenario, we set the simulation 
time to 60 hours and we computed the expected 
number of existing vehicles at time t. Figure 9(a) 
shows E[N(t)] plotted against time in Scenario 1 
with arrival rate λ=800 and the departure rate 

μ=2. We notice that E[N(t)] stabilizes at λ
µ
= 400

. In fact, even though the initial number of vehicles 
was 500, E[N(t)] dropped sharply to 400 to 
within 3 hours into the simulation. This is because 
the vehicles initially existing have all left the cell 
in the first 3 hours. The cell becomes stabilized 
after that, due chiefly to the constant arrival and 
departure rates.

The effect of the initial conditions on E[N(t)] 
is similar in Scenarios 2 and 3: due to the depar-
ture of the initially existing vehicles, the ex-
pected number of existing vehicles is dropping 
sharply as illustrated in Figures 9(b) and 9(c). 
However, once the effect of the initial conditions 
has worn off, Scenarios 2 and 3 are vastly differ-
ent. As expected, in Scenario 2 we see a periodic 
fluctuation of the expected number of existing 
vehicles as shown in Figure 9(b). In addition, 

Figure 9(b) clearly shows, as predicted by our 
analytical results, that E[N(t)] is bounded by 400 
and 450 after t>3. In the case of Scenario 3, Fig-
ure 9(c) shows, as expected, that in the long-run 
E[N(t)] settles down to a constant value near the 

limit 
lim ( )

( )t
t
t→∞
λ
µ

. Before stabilization, fluctuat-

ing values are shown but fluctuation becomes 
weaker as t increases. The duration of the fluc-
tuation actually depends on the exponential pa-
rameter. The exponential component of arrival 
rate in this result is exp(−0.3t) and the one of 
departure rate is exp(−0.2t). The bigger values of 
the exponential components are, the faster the 
system stabilizes.

Next, we turned our attention to evaluating 
Var[N(t)] versus time. Three sets of comparisons 
(corresponding to the three scenarios discussed 
in Subsection 8.1) between the analytical results 
and the numerical results have been performed. 
For each of them, the simulation time t was 60 
hours and, as before, the number of the initial 
existing vehicles is n

0
500= . Figure 10(a) shows 

that in Scenario 1, Var[N(t)] stabilizes to a constant 
value after fluctuation in the first few hours. 
Fluctuation in the first few hours is caused by the 
departure of the initially existing vehicles, ex-
plained earlier. As expected, the variance of the 
expected number of existing vehicles settles down 

to λ
µ

, i.e., 400 when t>3.

By contrast, Figure 10(b) captures the behav-
ior of Var[N(t)] in Scenario 2 where the limit 
lim ( )

( )t
t
t→∞
λ
µ

 does not exist. Just as predicted by 

our analytical derivations, Figure 10(b) shows 
that Var[N(t)] fluctuates with a period of 24 hours. 
In addition, a noticeable variance range [400, 450] 
can be read from Figure 10(b).

The situation is vastly different in Scenario 
3 as illustrated in Figure 10(c). Here, Var[N(t)] 
stabilizes at 400 after t>25 hours of simulation. 
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The probability of the departure of initially exist-
ing vehicles and the exponential component in 
the arrival rate and departure rate can affect the 
pattern of the unstable fluctuation.

It is observed that the variance is stabilized at 
400 for both Figure 10(a) and 10(c) and at a range 
[400, 450] in Figure 10(b). These values are 
rather large, considering that the expected number 
of existing vehicles E[N(t)] is also 400. Therefore, 
we need to show the in spite of the large variance 
of N(t), the probability that the number of vehicles 
in the cell is low is negligeable. We have decided 
to investigate, experimentally, Pr[{N(t)<400}] 
and Pr[{N(t)<300}]. Three sets of comparisons 
(one for each scenario) have been performed. For 
each set of comparison, we adopt the same simu-
lation settings as the previous ones and compute 
the probability values. Figure 11(a) shows the 

probability Pr[{N(t)<400}] in the case of Sce-
nario 1. The probability Pr[{N(t)<400}] tends to 
0.5 and Pr[{N(t)<300}] tends to be 0 after an 
initial unstable fluctuation induced by the initial 
conditions. In Scenario 2, where both arrival rate 
and departure rates are periodical function of time 

and the limit 
lim ( )

( )t
t
t→∞
λ
µ

 does not exist, we 

expect to see the periodical probability values. 
Figure 11(b) shows, as expected, that the probabil-
ity Pr[{N(t)<400}] is periodical and bounded by 
[0, 0.5]. The probability Pr[{N(t)<300}] remains 
close to 0.

In the case of Scenario 3, Figure 11(c) shows 
that, as expected, the probability Pr[{N(t)<400}] 
stabilizes at 0.5 after a certain fluctuation due 
mostly to the effect of initial conditions. The 

Figure 9. The expected the number of pseudonyms vs time.(Yan et al., 2013; Arif et al., 2012).
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duration of the fluctuation is controlled by the 
initially existing vehicles and by exponential 
components in the arrival and departure rates.

In summary, the probability of the event that 
there are at least 300 vehicles in the cell is 100%. 
In other words, it is guaranteed that there are at 
least 300 vehicles existing in the cell at any time 
for our utilization.

To test the clustering of the probability mass 
around E[N(t)], we have performed a three-di-
mensional plots of P t

k
( ) , i.e. Pr[{N(t)<k}], time 

t and the number of existing vehicles k versus 
time. The goal was to find a direct view of rela-

tionships of the probability P t
k
( )  at time t that 

there are k vehicles existing in the cell. We varied 
both time t and the number k of existing vehicles 
and calculate the probability values. Two cases 
have been investigated: Scenario 2 and Scenario 
3. Figure 12 shows a shaded surface and as a 
contour plot of both cases. It clearly shows that 
in Scenario 2, the probability varies periodically 
with time t and k. By contrast, Figure 12(b) shows, 
as expected, that in Scenario 3 the probability 
eventually stabilizes after some initial fluctuation. 
To see better these trends, we also plotted the 
logarithm of the probability at various times t and 

Figure 10. The variance of the the number of pseudonyms vs time. (Yan et al., 2013; Arif et al., 2012).
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the number of existing vehicles k. Figure 13(a) 
shows these results in the case of Scenario 2, while 
Figure 13(b) shows the logarithm of the probabil-
ity at various times in the case of Scenario 3.

We are interested of the expected number of 
pseudonyms that the cell server will receive. The 
numerical results were obtained by mathemati-
cally simulating the cell. We assume the capacity 
of the cell is fairly large (e.g., 4000).We assumed 
that, at the beginning of the simulation, i.e., at 
time t=0, there were n

0
500=  vehicles in the 

cell. The vehicles were assumed to arrive into and 
depart from the cell at certain time-varying rates. 
To evaluate the analytical results, we considered 
the following scenario: normal traffic conditions 
are designed with time-dependent arrival and 

departure rates but the limit 
lim ( )

( )t
t
t→∞
λ
µ

 does 

not exist.
To set the stage for explaining our design 

decisions, imagine a typical cell of a city. Obvi-
ously, traffic arrival and departure rates are time-
dependent stochastic phenomena; and, second, 
the vehicles depart and arrive on a week periodic 
schedule for Scenario 1 and 2 according to the 
statistic data (Federal Highway Administration, 
2012).

With this in mind, the arrival and departure 
rates used in this simulation scenario were

λ(t)=347.19+80.90*sin(0.8913t−2.8913)

and

μ(t)=50.48+0.25sin(0.8913t−2.8913).

It is easy to confirm that, in this case, the 

limit 
lim ( )

( )t
t
t→∞
λ
µ

 does not exist.

8.3 Detailed Discussion of 
Simulation Results

The value of the initial conditions on P
j
 is small: 

the arrivals of the initially pseudonym requests 
will need a while to build up, as illustrated in 
Figures 14 and 15. However, once the effect of 
the initial conditions has worn off, simulation 1, 
2 and 3 are stabilized. As expected, in simulations 
we see a periodic fluctuation of the probability 
P
j
 of pseudonym requests as shown in Figure 14, 

15, and 16. In addition, Figure 14 clearly shows 
that P

j
 is bounded by 0 and 0.12. In the case of 

Scenario 2, Figure 15 shows, as expected, that the 
value of j significantly affect the value of P

j
. 

Figure 16, compared with Figure 15, shows that 
the value of N does not significantly affect the 
value of P

j
.

In addition, we were interested to investigate 
the relationship among three variables: N, t, and 
P
j
. We varied the value of N from 10 to 500 and 

the value of t from 0 to 24 which stands for one 
day. The result, shown in Figure 17, clearly pres-
ents periodic fluctuation and stabilized the vales 
of P

j
.

8.4 Network Simulation

We were interested to investigate the network 
performance of our proposed method. We first 
applied SUMO (Krajzewicz et al., 2002) to gen-
erate a mobility trace file and then fed the trace 
file to NS-2 (ns-, 2001) where the correspond-
ing wireless network was simulated. We chose 
SUMO and NS-2.30 not only because they are 
publicly available, but also because they are both 
well maintained and well accepted in the research 
community. We assumed a 700m x 700m area of 
city streets to represent a cell, shown in Figure 
18. The pseudonym server is placed at the center 
(350m, 350m) of the cell. Vehicles entered the 
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Figure 11. The probability Pr[N(t)].(Yan et al., 2013; Arif et al., 2012).

Figure 12. The number of existing vehicles k vs time t vs Pr[N(t)]. (Yan et al., 2013; Arif et al., 2012).
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cell from the border streets and then randomly 
moved on streets in the cell.

We applied SUMO random traffic generator 
to choose a path between source and destination. 
We initially placed 150 vehicles. Vehicles make 
random turning decisions at each intersection. 
The speed limits on the streets range from 5 to 20 
m/s (11-45 mile per hour), and the vehicles are 
constrained by the speed limit. Traffic lights are 
randomly simulated as well. At time t, a street can 
be green light or red. SUMO generates a mobility 
trace file that can be imported into NS-2. Then, 
NS-2 is executed and nodes in NS-2 follow the 
nodes in SUMO respectively. For the car follow-
ing model, we used the Krauβ Model. Out of 
the initial 150 vehicles in the simulation, some 
of them are chosen (at random) as marked cars 
which will send pseudonym request randomly. 
The pseudonym server served as a data sink, i.e. 
service provider. There are 31 traffic flows, each 
corresponding to a street. Each traffic flow sends 
UDP packets (512 bytes for each packet).

We compared two scenarios. The first scenario 
sets the transmission range (TR) at 350m for each 
car, while the second scenario sets the transmission 
range as 700m for each car. The antenna height, 
the CSThresh and RXThresh values in NS-2 can 

be configured to determine the communication 
range. Packets are routed from source to destina-
tion if there is no direct route. Each vehicle will 
buffer packets (in a finite queue) until a route has 
been found to the destination.

8.4.1 The Macroscopic Perspective

The average throughput of each street requests is 
of interest in network simulations. We varied the 
transmission range (TR) in three scenarios: 233 
meters, 350 meters and 700 meters. For each sce-
nario, we collected the throughput of each traffic 
flow and then computed the average throughput. 
Each traffic flow stands for an individual street. 
The result is shown in Figure 19. As expected, the 
throughput value of 700m TR is about 50% higher 
than for a TR of 350m. This is because cars in 
the scenario two can directly communicate with 
the pseudonym server but the cars in the scenario 
one will need to relay request to the pseudonym 
server when the direct connection is unavailable. 
It is interesting to notice that the throughput of 
233m TR is similar to the one of 350m TR. This 
is because as long as relay is needed, two-hop 
communication does not make significant dif-
ference to three-hop communication. According 

Figure 13. The number of existing vehicles k vs time t vs lnPr[N(t)].(Yan et al., 2013; Arif et al., 2012).
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Figure 14. Result of simulation 1.(Yan et al., 2013; Arif et al., 2012).

Figure 15. Result of simulation 2.(Yan et al., 2013; Arif et al., 2012).
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Figure 16. Result of simulation 3.(Yan et al., 2013; Arif et al., 2012).

Figure 17. Result of simulation 4.(Yan et al., 2013; Arif et al., 2012).
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to Figure 19, the peak value of request, about 1.1 
request per second, i.e. 3960 request per hour, 
closely matches the 4000 peak value.

We then computed the average loss rate of 
requests for every street and show the results in 
Figure 20. Figure 20 shows that the drop rate in 
the scenario one TR=350m fluctuates from 0.2 to 
0.9. This high loss rate in the worst case is because 
vehicles moving to the borders of the map need 
intermediate vehicle to relay packets and the relay 
vehicles are not always available. Once vehicles 
move to the center of the map, more routing paths 
are available, and the loss rate begins to decrease. 
Figure 20 shows that the case TR=700m is better 
than the case TR=350m and the case TR=233m 
in terms of drop rate.

We were also interested in the request response 
delays. The packet response delays of each flow 
were collected and computed. The result is shown 
in Figure 21. As expected, the delay values of re-
quests of the case TR=233m and the case TR=350m 
are slightly larger than the case TR=700m. The 
reason is obviously because of the unreliable 
vehicular networks communication. The more 
hops in communication, the bigger delay values 

will be. In our proposed scheme, our assumption 
that the communication can directly reach to the 
cell shows both theoretical value and empirical 
meaning in this simulation.

8.4.2 The Microscopic Perspective

We also presented results from a microscopic 
perspective. One street was randomly selected to 
display more detailed network communication 
information. We investigated the jitter of requests 
in the selected street. The definition of jitter is 
as follows:

1. 	 Jitter 1: jitter(i+1)=jitter(i)+[|(R(i+1)−S
(i+1))−(R(i)−S(i))|−jitter(i)]/16

2. 	 Jitter 2: jitter(i+1)=jitter(i)+[|(R(i+1)−R
(i))−(R(i)−R(i−1))|−jitter(i)]/16

where jitter(i) is the jitter value of packet ’i’; 
S(i) is the time at which packet ’i’ was transmitted 
from the sender; R(i) is the time at which packet 
’i’ was received by the destination. The results of 
both Jitter 1 and 2 were collected and computed, 
as shown in Figures 22(a) and 22(b). As expected, 
the jitter values (both Jitter 1 and 2) shows that the 
jitter in scenarios TR=233m and TR=350m has a 
significantly larger amplitude and fluctuation than 
the one in scenario TR=700m. The reason lies in 
the mobility of vehicles. It is fairly interesting to 
note that the jitter values are higher at the middle 
of the day and the end of the day. For middle 
of day, more cars are on street and the wireless 
channels become more crowded and more likely 
to collide. So the jitter values increase. Towards 
the end of the day, the population of vehicles is 
greatly decreased. Vehicles in scenario one could 
fail to connect the pseudonym server because no 
intermediate cars can be used as communication 
relay nodes. Comparing Figure 22(a) and Figure 
22(b), we note that jitter values will be different 
if the jitter is defined differently.

Figure 18. Illustrating our assumed map topology. 
The points (a,b,c,d,e) are the initial major entries 
of traffic. The green and red colored edges show 
the traffic lights at time t.(Yan et al., 2013; Arif 
et al., 2012).
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9. CONCLUDING REMARKS AND 
DIRECTIONS FOR FUTURE WORK

To accommodate increasing demand from the 
driving public, car and truck manufacturers are 
offering more and more sophisticated on-board 
devices, including powerful computers, a large 

array of sensors, radar devices, cameras, and wire-
less transceivers. The powerful on-board devices 
support new applications, including location-
specific services, on-line gaming, delivering 
multimedia content and various forms of mobile 
infotainment made possible by the emergence, in 
the past decade, of vehicular networks. However, 

Figure 19. Throughput of server.(Yan et al., 2013; Arif et al., 2012).

Figure 20. Drop rate of packets.(Yan et al., 2013; Arif et al., 2012).
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the increased Internet presence that enables the 
above applications invites various forms of privacy 
attacks. Invariably, these privacy attacks exploit 
the various forms of correlation that exist between 
the identity of a vehicle and that of its driver.

Virtually all published papers in the recent 
literature ignore the issues of scalability and robust-
ness in the context of privacy protection. In this 
work we took a non-trivial step towards providing 
a robust and scalable solution to privacy protec-
tion in vehicular networks. To promote scalability 
and robustness we employ two strategies. First, we 
viewed vehicular networks as consisting of non-
overlapping subnetworks each local to a geographic 
area referred to as a cell. Second, instead of issuing 
pseudonyms to vehicles proactively (as virtually all 
existing schemes do) we issue pseudonyms only 
to those vehicles that request them. This strategy 
is suggested by the fact that, in a typical scenario, 
only a fraction of the vehicles in an area will en-
gage in communication with other vehicles and/or 
with the infrastructure and, therefore, do not need 
pseudonyms. Our second main contribution was 
to model analytically the time-varying request for 
pseudonyms in a given cell. This is important for 
capacity planning purposes since it allows managers 
to predict the probability that a given number of 

pseudonyms will be required at a certain time as 
well as the expected number of pseudonyms in use 
in a cell at a certain time. Empirical results obtained 
by detailed simulation confirmed the accuracy of 
our analytical predictions.

It is important to point out that there are some 
special cases where our model does not apply. One 
example is that of special events in a cell, such as 
super-bowl of football game, air show, etc., will 
create exceptional arrival rates and departure 
rates when compared to normal traffic condi-
tions in the cell. During these special events, the 
traffic patterns in the cell are very different from 
normal traffic conditions. However, since these 
events are planned for carefully and well ahead 
of time the pseudonym server can be prepared 
for the extra load imposed by these events. From 
an engineering perspective, we can request full 
capacity of pseudonyms and divide the involving 
cells into sub-cells or microcells. Each of them has 
full capacity of pseudonyms. The cell size can be 
decreased to a few hundred meters so that the server 
can feed each vehicle a pseudonym. Although it 
can be expensive, technically, it can be handled. 
However, while interesting and challenging in its 
own right, this aspect is well beyond the scope of 
the chapter and will be looked at in future work.

Figure 21. Delay of requests.(Yan et al., 2013; Arif et al., 2012).
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As future work, we propose to combine the 
proposed privacy scheme with security and com-
munication systems. In addition, the analytical 
model can be extended to more practical cases. 
For example some events such as football game 
will cause a large amount of vehicles parked in 
a cell and they will need to request pseudonyms 
at the same time when the game is over. Another 
example, vehicle accidents often result traffic 
arrival rate change. We will need to study how to 
work with the sudden traffic events.
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